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NpeaucnoBue

JTa KHHMra NPHroauTCA BCEM, KTO 3aHHUMACTCA CO3AaHHEM H SKCHI]yaTaLIHCﬁ pmq)opma-
LIMOHHBIX cHcTeM. I'1aBHOe BHMMaHUe B Heil YAEJIEHO OLEHKE pa3/IM4YHBbIX TeXHOJ'lOI'PIﬁ,
Ha KOTOpBIX 3TH CHCTEMBI OCHOBAHBI: B Oonblleii cTeneHH ¢ YUYETOM IIPAKTHYECKOIo
OIlbITa aBTOPOB H B MEHBLIEH — C TOYKH 3p€HHA MCHEIDKEPA 10 IMpoAaXKaM.

MHoronerHsas npakTuka aIMHHHUCTPUPOBaHMsA, Pa3BUTHA KOMITBIOTEPHBIX CHCTEM U OKa-
3aHHMS TEXHUYECKOM MOANEPXKKH MO/B30BATENAM M CIIELMATHCTAaM [I0Ka3bIBa€ET, YTO MpOo-
6neMbl M BONPOCHl y HHUX BO3HHKAIOT, KaK MPaBHIO, OOXHOTHIHbIE. UIMEHHO MO3TOMY
B KHHI€e MPOCTBIMH U JOXOAYMBBIMH CJIOBAMH OOBACHEHBI OCHOBBI, Ha KOTOPBIX MOCTpOE-
Ha coBpeMeHHas MHPOPMALIMOHHAsA CUCTEMA, M MOHMUMas KOTOpPblE MOXKHO YCHELIHO KOH-
TPOJIMPOBATh CHTYALHMIO.

LICJIL KHHI'H 3aKJIIO4acTCia B TOM, YyTOOBI MOJB30BATENb BLIpaGOTaJI C06CTBeHHle Mo3u-
LIMIO, a HE el Ha NMOoBOAY Y PEKJIAMHBIX MAaTEPpHAJIOB H 3aKa3HbIX crareii.

B 6onbluMHCTBE KHHT MOAOOHON TEMaTHKM MaTepHasl H3Naraercs Mo MpUHLMITY: 3a1a-
ya — pelieHHe. BO3MOXKHO, B HHX TPHMBOAMTCA HECKOJIBKO BapHaHTOB pELIEHHs, HO B
moboM ciiyyae mpeuiaraeTcs TO4Has MocyieoBaTeIbHOCTh AeficTBuii. Hama kHura opra-
HHM30BaHa HECKOJIbKO B HHOM Kunoye. [locnenoBaTenbHOCTE A€HCTBHI ONMKMCaHa B TEXHH-
4ecKo# JOKYMEHTalMH, 1 03HAKOMHTBCA C Heil — He npobiema. 3aeck ke npeacTaBiaeHo
Hallle BAJEHHE peLeHHs ToH WM HHO# 3anayi. MBI yKa3bIBaeM pa3jiM4HbIE HalpaBlieHUA
ee pelleHHA, He mpeiaras KOHKPETHO#M MOC/eOBaTeIbHOCTH JEHCTBHIA, a TaKkke OINMu-
CBIBa€M OCHOBHBIE TEXHOJIOTHH, YTOOBI BB, KAK CHCTEMHBIN aIMMHHCTPATOP, MOJYYHIH
obwee npencraneHve o6 ux Hcnons3oBaHuM. [Ipu 3TOM npeanonaraercs, YTo Ha
YUTaTENb 3HAKOM C OCHOBAMH KOMIBIOTEPHBIX TEXHOJIOTHIA.

Ecnu Bac 6onblue MHTEPECYIOT NMPAKTHYECKHE COBETHI, TO MX MOXXHO HAaWTH B KHHre
A. KennHa «IIpakTHyeckoe pyKOBOACTBO CHCTEMHOIO aAMHMHHCTparopa» (2-e u3n.) u3-
narenscTBa «bXB-TletepOypr»'. O6e KHHrM XOpOLIO JOMOJHAIOT APYT Apyra.

B cnyyae BO3HMKHOBEHHs BONpPOCOB oOpaluaiitech Ha popyM caiira: https //dkws.org.ua,
rae Bam OyneT okazaHa MOCH/IbHaA MOMOLLb.

! Cm. https://bhv.ru/product/prakticheskoe-rukovodstvo-sistemnogo-administratora-2-e-izd/.
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Y10 HOBOro Bbl HaMaeTe B WECTOM U3gaHun?

Bo-nepBbix, nepepaboraH M 06OHOBJIEH BeCh MaTepHal KHHIH — Tenepb OH OPHEHTHPO-
BaH Ha HOBEHILYIO BEPCHIO CEpPBEPHOM OMNepalMOHHOH cHcTteMbl OT Microsoft —
Windows Server 2019. Hy)Ho oTMeTHTb, YTO GOMblUIas 4acTh MaTepHala NpUMEHHMa H
K npensiayiuM BepcusaM Windows: 2016 u 2012, ogHako Bce WUTIOCTPALMH BHINOTHEHB
B pycckoit Bepcu Windows Server 2019.

BO-BTOpBIX, 0OHOBJIeHBI Bce 0€3 MCK/IIOYEHHs TIJIaBBbl. I'me-to n3MeHeHHH 60J'lbll.le,
rae-to — MEHbBLUIE, HO 6e3 N3MeHeHMIt He ocTanack HU OHA IjiaBa. ‘

B-TpeTbHX, TPaAMLIMOHHO MOABHIIMCH JOMOJIHUTENbHbIE NMpakTHYeckue rnpuMepbl. OqHa-
KO Lie/b 3TOM KHHMI'M — 3aJaTh MPaBHJIBHOE HANpaBJieHHE MOMCKa WHGOpMaLMH, a He
OOBACHATH MOAPOOHO KANUTYIO 3aTPOHYTYIO TeMy. I103TOMy B KHHMre 4MTaTens HaWaer
MHOXXECTBO CCBUIOK Ha caMble pa3Hble pecypchbl, B TOM YHC/I€ M Ha OPHLHAIBHYIO JOKY-
MeHTauuo Microsoft. Uro jke kacaeTcs KOHKPETHBIX MPaKTHYECKUX IPUMEPOB, TO B 21a-
6e 7 MOABWIINCH CLIEHapHH nepe3anycka ciiyxObl B ciryyae ee c60s 6€3 ycTaHOBKH KaKHX-
NHM60 CTOPOHHUX CHCTEM MOHHUTOPHMHIA, YTO B)KHO, €CJIH BBl [0 KAKHM-TO MPUYUHAM HE
JeJaeTe MoJib30BaThes TAKMMHU cUcTeMaMH. B 2rage 5 akTyanusupoBaHo onmucaHHe Ha-
crpoiiku Squid M pacckaszaHo, kak no6aBuUTh noxaepkky SSL B mpokcu — 6Ge3 3roro
ceiyac HHUKaK.

A Tenepb caMoe BpeMs MepeHTH OT CJIOB K Jey.



rnABa 1

CucrtemMHoe agMUHUCTPUpPOBaHUe

Tak k1O (e Takoi cHCTEMHBIH aqMUHHCTpaTOp? OTBETHTH Ha 3TOT BOMNPOC MBI ceiyac U
nocrapaemcsi. KopoTko roBopsi, CHCTEMHBI aAMHHHUCTPATOp — 3TO CMELIHAIMCT, 00B-
€IMHMBLINHA B CETh Bce KOMIBIOTEPHI NPEANPUATHA M NMOAepKHBaoLMii paboTocnocob-
HOCTb CO3aHHOM cHcTeMbl. OIHAKO YacTO Ha CHCTEMHOr0 aJJMHHHMCTPaTOpa BO3/araroT-
CA M HEKOTOpble IOMOJIHUTENbHBIE 00s3aHHOCTH. I TyT yke He 3Haelws, Kak Bce 3TO
MOHMMaTh: WJIM Mepel HAMU He CUCTEMHBIH agMHMHHMCTpPaTop, MM BCE XKE OH, HO C «pac-
LIHPEHHBIMM» GYHKLUMAMH.

O6A3aHHOCTU CUCTEMHOIo aAMUHUCTpPATOpa

K orpoMHOMY coxkaneHHIO, B Hallle#f cTpaHe OTCYTCTBYET MOHMMaHHe 3a1a4 U 00s3aHHO-
CTel CHCTEMHOro agMHUHHCTpaTopa. B 6onbLIMHCTBE CilyyaeB Mox CHCTEMHBIM agMHHH-
CTpaTOpOM HMEIOT B BHMAY YHMBepcaibHoro IT-crneuwanucra, BeIMOMHSAIOWETO (YacTo
B OOMHOYKY) OOA3aHHOCTH MO OOCIY>)XKHBaHMIO KOMIIBIOTEPHOTrO Mapka MpeanpHATHA:
CeTh CO3/1aTh U HACTPOMTh, YCTAHOBUTH/NIEPEYCTaHOBUTh MPOrpaMMy HIIH ONEpaLMOHHYIO
CHCTEMY, OTPEMOHTHPOBATH/MOEPHH3HPOBaTh KOMITBIOTEP, 3alPaBUTh KApTPHUIXK TPHH-
Tepa, Y4aCTBOBATh B 3aKylnke HOBOro obopynoBaHus U T. . CHHUTaeTCs, YTO CUCTEMHBIH
aJMUHHUCTPATOp JOJDKEH 3aHUMATHCA BCEM 3TUM. XOT# 31€Ch KaK MUHUMYM HaM BHIUTCA
JOJDKHOCTD «CIMELMAUCT M0 OGCTY)KHBAHHIO KOMIIBIOTEPHOTO MapKa», HO HUKaK He CHC-
TEMHBI aIMHUHHUCTPATOP.

B 6onee «npoABHHYTBIX)» Ciy4asx (B KPYNMHBIX KOMIaHHUAX, HAIPUMEP) CUCTEMHBIM af-
MHHHCTPaTOPOM CYMTAETCA CIIELIMAITUCT 110 CONPOBOXIECHHIO paboyHX MECT MOJb30BaTe-
neii. OH e, KpOMe TOro, oTBeyaeT 3a (YHKLUMOHHPOBAHHE TEX WM MHBIX OTAEJBHBIX
MHGOPMALIMOHHBIX CHCTeM npennpusaTHs (cepBep Active Directory, ceTeBsle XpaHHIHLIA
U TIpHUHTEpHI, cepBep 6a3 naHHBIX, ceTeBoe 06opynoBaHue). OQHAKO BBIAENIEHHOTO TEX-
HHMYECKOro CIeLMaliCTa, OTBeyalouero 3a padbory MHGOPMAaLMOHHON CHCTEMBI Npen-
NPHUATHA B LIEJIOM, KaK MpPaBHJIO, HET U 31ech. O6bIYHO 3TH 06A3aHHOCTH BO3/IaraloT Ha
pykoBoautens IT-otaena (IT-nupekropa), uro B kopHe HenpaBuibHO. PykoBoacTBo moa-
pasaeneHHeM (OTAENIOM) M CHCTEMHOE aJMUHHCTPUPOBAaHHE — 3TO 1Ba Pa3HBIX HaIpas-
JieHus paboThl.
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H MOCKOJIBKY BBIACJIEHHOIO CII€HAINCTa HET, TEXHHYECKasas IOJIMTHKa MNpEANnpHUATHA
B 4YaCTH pa3BHTHA €I0 HHCbOpMauHOHHOﬁ CHCTEMBI OCYLUECTBJIAETCA TaK Ha3blBACMBbIMH
CHCTEMHBIMH HHTErpaTOpaMH, KOTOPHIE IIPH 3TOM Ha coOcTBEHHOE YCMOTPEHHE IPOBO-
JAT JINHHKO NMOCTaBLIHKOB 060p)’IIOBaHHﬂ H NMpOorpaMMHOro 06eCI'Ie'-leHH5l, C KOTOpPBIMH
3aKJITIOYHIIH NAPTHEPCKHE COIJIallICHHS .

IToHATHO, 4TO OOMH YenoBek He MOXeET 3HaTh BCE npo BeE. [Toatomy Ha GonbluoM npen-
npuATHH coTpyaHUKH IT-cnyx6b1 3akpeneHsl TEMH MIM HHBIMH CHCTEMaMHM H B Mepy
CBOEiH KOMIETEHLIUN OCYLUECTBIAIOT UX noanepxky. MMeloTcs TaM Takxke COTPYIHHKH,
3aHMMAIOLMECS BHEIPEHHEM HOBBIX TEXHOJIOTHH, B3aHMOAEHCTBHEM C MOJIb30BATENAMH
M T. . A KTO e JOJDKeH pa3bupaTbcs B paboTe Bceit HHOOPMaLIMOHHOM CHCTEMBI Npea-
npuatua? Jna storo ectb ocobas NOMKHOCTh — CHUCTEMHBIH aaMMHHUcTpaTop. OH H
JOKEH 3HaTh 0COOEHHOCTH paboThl KaKAOro OTAENBHOrO 3JIEMEHTa CHCTEMBI M MOHH-
MaTb paboTy Bcex ee KOMIIOHEHTOB B KOMIUIEKCE. A 1A pelleHHs y3KHX 3aJa4 eCTh Cre-
LMATHCTHI Y3KO# crielHaIn3aLuy.

Hrak, cHcTeMHBIH aAMHHHCTPaTOpP — 3TO CMELHAINCT, KOTOPBIA OTBEYaeT 3a (PYHKLHO-
HMpPOBaHHE H pa3BUTHE MHQOPMALMOHHOM cHCTeMbl mpeanpuATHA. OH KOOpAHHHpPYET
paboTy crneuHanIucTOB TEXHHYECKOH MOANEPXKKH, aAMMHHUCTPAaTOPOB MOApa3leseHHi, a
TaloKe BCEX COTPYAHHKOB y3koii IT-cneunanusaumy.

XOpolMMH CHCTEMHBIMH AaJMHHHCTPaTopaMH HE POXIAIOTCA, MMM cTaHoBarcs. Ha-
CTOSILLIUM CIELIHATTHCTOM B 3TOH 06J1aCTH HeNb3sl CTaTh Cpa3y Mocje OKOHYaHHA oOyuye-
HMsl, 6yab TO By3 MJIM LIEHTP CepTHHKALMH, — AJIA 3TOro Hy>XeH onbIT paboTsl M 06pe-
TEHHE Ha €ro OCHOBE KOMIUIEKCHOTO B3IifAa Ha cHcTeMy. IMEHHO KOMILIEKCHOrO, a He
B pa3pe3e peKJIaMbl T€X WIH HHbIX MPOU3BOAMTENEH MporpaMMHoro obecneyeHus, npea-
JIaralolMx CBOe BHICHHE Balled CUCTEMbI, KOTOPOE HE BCErJa BEPHO HMEHHO [UIA KOH-
KPETHO pacCMaTpHUBAaEMOro MpeAnpUATHA.

OnHy M Ty e 3aJayy MOXXHO PELUMTh HECKONbKMMH criocobamu. Ilonaraem, sTo BceM
H3BECTHO M3 Kypca BBIYHCIHTENbHbIX MeTomoB. Ho B omHOM ciydae nyuyie BbIGpaTh
croco6 A, B 1pyroM — b. Bot BbIOOp onmTHMaIbHOro crocoba peleHrss BO3HMKAOLIHX
3a7ay Kak pa3 ¥ BXOAUT B 00A3aHHOCTH CHCTEMHOIr0 aMMHHUCTpaToOpa. A IJIsl €ero peaiu-
3aLMH €CTh CMIELIUATMCTHI Y3KOTro Mpodus.

Bbibop onepauMoOHHON CUCTEMbI:
Windows vs Linux

Kakyro onepaumoHHyto ¢ucteMy BhIOpaTh 118 MOCTPOEHUS HHPOPMALIMOHHOH CHCTEMBbI?
Tak y» nosy4unocs, 4To OTe4eCTBEHHbIE MOb30BaTeNH NPHBBIKIM kK Windows M HUye-
ro, KpomMe Hee, 3HaTh He XOTAT. OnHaKo MUp onepauHoHHbIX cicTeM Windows He ucyep-
nbiBaeTcs — ecTh ewe Linux, FreeBSD, macOS. A coBpeMeHHble MH(POPMaLMOHHBIE
CHCTEMBI, KaK NPaBHJIO, OOBEIHHAIOT PEILCHNs, OCHOBaHHBIE Ha Pa3JIMYHbIX OMNEpaLMOH-
HBIX CHCTEMaX.

Xyxe Bcero, 4yto k Windows NpUBBIK/IH HE TOJIBKO MOJb30BATENH, HO U CaMH aJIMMHHCT-
paTopbl, KOTOpbie B Macce CBoe#t HH ¢ yeM, kpoMe Windows, He 3HaKOMBI.

Ja, nnsa Windows co3naHO OrpoMHOE KOJIHYECTBO BCEBO3MOXKHBIX MPHIIOKEHHH, H 3Ta
OC 1o cux nop ocraercs JOMHHHpYIOLEH, 0COOEHHO Ha YHHBEpCalbHBIX pabounx Mec-
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Tax, re 3apaHee HEU3BECTHO, KaKue NMporpaMMbl MOryT noHanobutecsa. A nox Windows
HafTH HY>KHYIO MPOrpaMMy Nnpolue.

OnHako B TO k€ BpeMs CYILECTBYET MHOXKECTBO 3aj1a4y M3 06J1acTH pedaKTHpOBaHMA HO-
KYMEHTOB, paboThl C 3JIEKTPOHHOM MOYTOH, mMpocMoTpa Beb-cTpaHuu. Takue 3amaqu
MOXXHO C YCIIEXOM PELIHTh C MCMonb3oBaHHEM GecriaTHoro nporpaMMHoro obecneve-
Hus, npennaraemoro Linux u FreeBSD. FIMeHHO nmo3ToMy eciiM Ha MpeanpHATHH HayH-
HalOT CYMTATh AEHBIH, TO 3ayMbIBalOTCA O nepexone Ha 6ecrutatHoe I10.

IlpaBna, 3T0 He Bceraa Bo3MOXHO. B HexoTopex ciy4asx TpebyeTcs HMEHHO cepTHH-
LIMpOBaHHOE NporpaMMHoe obecneueHue, a 41 Linux ero He Tak y» M MHOro — M3 cep-
TH¢uuMpoBaHHbIX OCTIK' AHCTpHOYTHBOB MOXKHO yNMOMAHYTh Tonbko ALT Linux u
SLED (SUSE Linux Enterprise Desktop). U xots mns 3THX QucTpuOyTHBOB pa3paboTaHo
JAOCTaTOYHO MHOrO CaMbIX pa3HOOOpa3HBIX MPOrpaMM, MOXKET OKa3aThCA, YTO HYXHBIX
BaM Kak pa3 M He Hainercs. [la u cepTHdHUMPOBaHBI 3TH AUCTPHOYTHBBI BCErO JIMILUB MO
YETBEPTOMY KJIacCy 3allMIIEHHOCTH. A B HEKOTOPBIX Clyyasx TpebGyeTcsa TpeTui MM
Gonee Beicokui kiacc. IToaTomMy Xouellb He XOuellb, a MPHAETCA MCMOb30BaTh Win-
dows — ToNbKO M3-3a HATHYMA CEPTHOHLIMPOBAHHBIX NPOTrpaMM.

Tem He meHee UNIX-cuctemsr (Linux 1 FreeBSD) — He Toneko GecrinatHeie. OHH, Kak
MPaBUIIO, OTJIMYAIOTCA HaJEXKHOCThIO U CTaOMIBHOCTBIO M MOrYT paboTaTh Ge3 nepesa-
rpy3KH MHOTHe Mecsllbl, 4ero He ckaxellb o Windows-cucTeMax, KOTOpble HHOTAa MPH-
XOIHUTCA Nepe3arpy’arth Mo HECKONbKY pa3 B A€Hb.

Kaxo# auctpubytus Linux Bei6path? Bce onu xopown. Ecnu HyxeH ceprudukar
OCTOIK, 10 0c060 He pasrynseubes: MaIOW3BeCTHBIN aUcTpOYyTHB Astra Linux, SUSE
Linux umn ALT Linux®*. Ham npexacraBnsercs, uto ALT Linux npeamouruTensHee, HO
ecsin Bbl npuBbIIK k SUSE Linux (HanpuMmep, panee ucnonszoBanu openSUSE), To BbI-
60p oueBHIEH.

Ecnn Hannume ceprudukata @®CTIK He Tpebyercs, BoiGHpaiiTe TOT IUCTPUOYTHB, KOTO-
phiii MH4HO BaM 6onbiue HpaBuTCA. Mbl Moriu 661 nopekomeHaoBate Debian, CentOS u
openSUSE — uMeHHO B Tako# nocienoBaTebHOCTH. B «HeMmnocTe» cefiyac nonan au-
ctpubytB Ubuntu — paHbiuie oH 6bu1 60J1ee HaieXkeH, HO NOCIEAHHE €ro BEPCHH OCTaB-
JIAIOT xenath Jyyiuero. OAMH W3 aBTOPOB 3TOM KHHIM paHee CO3[aBasl CBOIO COOCTBEH-
Hyto c6opky — Denix (denix.dkws.org.ua) — umeHHo Ha 6a3e Ubuntu. Ho motom emy
Hagoeno 60poTecs ¢ GecuMCIEHHBIMH €€ «TJIIoKaMHu», W nocieaHue aABe BepcHH Denix
caenaHbl Ha 6a3e Debian.

Ilpn BBIGOpE OMEpalMOHHON CHCTEMBbI HY)KHO YYMTBIBAaTh €Lle M CTOMMOCTb BJIaJ€HHA
eto. Kak TakoBoit croumoctH BiageHus OC He cymectByeT. OqHako He HyXHO 3a0bIBaTh,
YTO €CJIM B HaCTosfllee BpeMs Ha MpeanpHATHH HeT aaMHHHcTpaTopa UNIX-cucTeMsl,
NPHIETCA TaKOBOrO HaHATh, a 3TO JOMOJHHUTENbHbIE pacxoabl. KoHeuHo, moboMy kBa-
TMULMPOBAHHOMY MOJIB30BATENIO HE COCTaBHT 0c060ro Tpyaa pa3obparbcs ¢ OCHOBaMH

' ®CTIK — Penepanthan ciyx6a Mo TEXHHIECKOMY H 3KCTIOPTHOMY KOHTPOJTIO.

2 Monusiit cniucok ceptTuduumposantoro ®CTIK nporpammHoro obecnedenns Ha 6aze Linux MoxHo HaiiTH
no anpecy: http://www.linuxcenter.ru/shop/sertified_fstek/.
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UNIX, a BoT 1 pelueHHs cepbe3HbIX 3a1a4y MOHAaNoOMTCA TuiaTeNbHas nmoaroroBka. He
cKkaxeM, 4YTo Halti crneypanucta mo UNIX cnuukoM cnoxkHo (Ha IBOpe yke JaleKo
He 2000 roa, koraa Takux CNEeLMATHCTOB MOXKHO OBLIO MEepPecYUTaTh MO ManbLiaM), HO MX
MeHbllle, 4eM afMHHUCTpaTopoB Windows-cHcTeM.

-He HyxHO 00xoauts ctopoHOoif U macOS. 3T0 kayeCcTBEHHas ONepalMOHHAs CHUCTEMa,
KoTopas MoxkeT paborate B Windows-uH¢pacTpykType. be3 ocobbix nmpobiemM koMmbio-
Tep nop ynpaneHHeM 31oit OC MoxeT cTaTh WieHOM qoMeHa Active Directory’, mpuuem
«TaHLEeBaTh C 6YOHOM» IUIA 3TOro He MPHUAETCA — BCE pellaeTcs MyTeM HCMOb30BaHUA
Cny>0bl KaTa0roB M CrIELHAIBHOTO TUIaruHa’.

ancme B TeHaepax

Ieproauyeckn BO3HMKaeT HEOOXOAMMOCTb BHEJPEHHS HOBBIX TEXHHYECKMX PELIEHHI.
Kak npaBuio, Takoe BHEApEHHE MPOHCXOAHUT HA OCHOBE TEHAEPOB — OTKPBITBIX KOHKYP-
coB. CHCTEMHBIH aIMUHHUCTPATOp MOXET M JaXe NO/DKEH Yy4acTBOBaTh B TeHAepax. Ha
OCHOBaHHH CBOETO OMbITa OH MOXET OKa3aTh CEPbe3HOE BIIMAHHE Ha pe3y/bTaThl TEHAEpa
nyTeM $GOpMYJIMPOBaHUA TeXHHYeckuX TpeboBaHui. CaMoe HHTEpeCHOE, YTO JaXe B OT-
KPbITOM KOHKypCE MOXHO 3apaHee BbIOpaTh nobeauTens, eciy «3aTOYHTh» TEXHHYECKOe
3aJlaHHe MOJ OMNpeNeNIEeHHYI0O MofeNnb 00OpYyIOBaHHA W ONpENENeHHOE NpOrpaMMHOE
obecneuyenue. C apyroi CTOpPOHBI, CHCTEMHBIH aIMHHHUCTPAaTOP MOXET CHOPMYIIHPOBATh
JMLb OCHOBHBIE TpeOOBaHMA MPOEKTa, YTO B pe3yJibTaTe MO3BOJMT PacCMOTPETh BCE
NpeUI0XKEHHA YYaCTHMKOB U BbIOpaTh ONTHMANIBHBIH U1 NPEANPHATHSA BapHaHT.

O6HoBRNeHue nporpamMmHOro o6ecne4vyeHus

MHorue cucTeMHblE aIMHHHUCTPATOPhI CTapalOTCA KaK MOXKHO 4alle OOHOBJATH YCTaHOB-
JIEeHHOe nporpaMMHoe obGecneueHue. OnpenenieHHas JIOTHKa B 3TOM €CTb — Kaxkaoe 00-
HOBJIEHHE HECET UCIPABJIEHHE HMEBLIMXCSA OLIUOO0K H, BO3MOXHO, HOBBIE (QYHKLIMH.

MB&I ke nmpuaepXKUBaeMCcs MHOM MONMUTUKU. [IpuMeHATh OGHOBNEHHUs ciemyeT BbIOOpOUY-
HO — ecii1 OOHOBNIeHHe HeceT B cebe HeoOXoauMBbIi (GYHKLIMOHAT (HY)KHBIE MOJIb30BaTe-
naM ¢yHKLHH, UCTIPaBJIEHHE «bIp» B 6€30MacHOCTH U T. 1.). B npoTHBHOM ciyyae ¢ npH-
MeHeHHeM OOHOBJIEHHH JTy4llle He TOponHuThes. Kak roBopurcs, He MewaiTe KOMIBIOTEPY
pa6otats! Ecnu Bce nporpaMMsl GYHKLIMOHHPYIOT HOPMAIBHO M MOJB30BAaTeM HM Ha YTO
He XAaJIYyIOTCs, 3a4eM 4TO-TO MeHATh? KOHEYHO, 3TO NMpaBHJIO HE KacaeTcs aHTHBMPYCHBIX
6a3, a Taloke 0OHOBJIEHH# Ge30nacHOCTH (Tak Ha3bIBaeMbIX security updates).

Yro ke KacaeTcs mepexoja Ha HOBblE BEPCHMH NMPOrpaMMHOro obecreueHus (HampuMep,
¢ Windows 7 na Windows 10), To TyT Xopoio 6bl OLIEHHTE 3KOHOMHYECKYIO LIEJIECO06-
pa3HocTh Takoro peweHus. [lepexon Tonbko pagu mepexona HepauuoHateH. Ilepexon
JOJDKEH OBbITh ONpaBIaHHBIM.

! Active Directory (AkTHBHBIH KaTanor, AD) — ciyx6eI karanoro Kopropaumu Microsoft nna onepatmon-
HbIX cHcTeM ceMelictBa Windows Server.

ICm. https://support.apple.com/ru-ru/guideldirectory-u(ility/diru39325‘f32/mac.
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3ayeM ocyiiecTrisercs nepexon? [IpeanonoxuM, 4To y Bac ecTh NapKk KOMIBIOTEPOB MO
ynpasnenneM Windows 7 ¢ ycTaHOBNEHHBIMH MOCIeAHMMH 00HOBNeHUAMH. Kak MBI yike
3HaeM, noanepxka Windows 7 npekpailieHa, a 3T0 03Ha4aeT, YTo He OyayT BHIXOAUTH 00-
HOBJIEHHS CHCTEMBI, a Takoke pa3pabaThiBaThCA IpaiiBephbl yCTPOICTB MO Hee.

NPUMEYAHHE .

B koHue 2018 roaa Microsoft nepeaymana «y6usa+b» Windows 7 u npoanuna ee pacluu-
pPeHHylo noaaepxKky Ao sHBapA 2023 ropa. PacluMpeHHoW NoAAEpXKKON CMOMyT BOCNONb30-
BaTbCA TONbKO KOPNOpaTUBHbIE NONb3OBaTENMW, HO Mbl Kak pa3 UMM 1 aBnseMca. [pyrumu
cnoBaMu, He cnewunTe BbINONHATL NPUKA3 — OTMEHAT. :

Ho ecnu ceityac Bce pabotaer, a nonb3oBaresneil ¥ aIMHHUCTPATOPOB YCTpauBaeT (yHK-
moHan aroii OC, ectb 1M cMbica nepexoauts Ha Windows 10? 3to 6yayT BrycTyto mo-
TpayeHHble AeHbrH. [lepexon Ha HoByro BepcHio Windows Hy)XKHO MPOM3BOIMTE MO Mepe
HeobOxoaumocTu. [IpuBeneM HekoTOpbIE NPUMEDHI:

O Heobxomumo yctaHoBHTh Kakoe-To [1O, kotopoe HecoBmecTHMo ¢ Windows 7 u Tpe-
6yer G6onee HoBoii Bepcun Windows. Uto , ecny Henb3s MCMOIE30BaTh AHAJIOT 3TOTO
10, paboTatowuii B «ceMepke», NPHIETCA NMEPEATH Ha «IECATKY;

O xommnoHeHT [1K Beimen u3 crpos. [IpeacraBum, yto cropena Buaeokaprta. Bel noky-
naeTe HOBYIO U OOHapy>KHBaeTe, 4TO 1J1a Hee HeT Apaiisepa nox Windows 7. He myn-
pPEHO — BHJEOKapTa COBpEMEHHas, a MOAJEPIKKa «CEMEPKH)» Yyxe MpeKpalleHa. 31ech
€CTh JBa pelieHus npobneMsl: WIK OOMEHATh BUOEOKapTy Ha 6ojee cTapylo, HMelo-
LYIO0 JpaiBephl MO «CEMEPKY», HITH Bee xke 00HOBUThCA 1o Windows 10;

O nosBHIach HEOOXOAUMOCTH B MCIOJIB30BaHMH KakuX-nHO0 ¢yHKLMH, npenocTasise-
" MBIX TOJbKO HOBbIMH BepcHAMH Windows.

EWE o nogRepPxKe WINDOWS 7

B 2018 roay oagHUM 13 aBTOpOB 3TOW KHUMM Gbin KynneH HOyToyk HP, B kopobky ¢ koTOpbIM
npoussoAuTENb He 3abbin NONOXUTL HaNOMWMHaHWE O TOM, YTO cTapble Bepcun Windows
Gonee He NOAAEPXKMBAIOTCA N BOIMOXHA yCTaHOBKa Tonbko Windows 10. OaHako Ha ocu-
uuanbHOM canTe npou3soauTens apansepbl Ans Windows 7 6binu aocTynHbl. NOHATHO, 4TO
Microsoft moTusupyeT BCcex nepexoauTb Ha Windows 10 u AnA 3TOro NnpekpaTuna NoAAEPX-
Ky Windows 7, HO BEHAOpbl TOXE He XOTAT TePATb KNMEHTOB M A0 CUX NOP NOCTaBNAIOT
ApaviBepbl AnA «cemepku». KoHeuHo, ecnu HyxHa uMeHHo Windows 7 1 Bbl Nokynaete Ho-

' Boe «kene3o», nepea Nokynkon cneayeT y6eauTbcs, YTo OHO GyaeT B «cemepke» pabo-
TaTh.

Hrak, npexne 4eM 0OHOBJIATHCA M BHIKIAAbIBATh JEHBIH 32 OOHOBJIEHHE, HY)KHO OLIEHHTh
BBIFOJIbI, KOTOPBIE BBl OT HEro nony4yure. Beas oueHb 4acTo OOHOB/IEHHE He 3aKaH4HBa-
€TCsl MOKYIKOH HOBBIX BEPCHIA POrpaMMHBIX MPOAYKTOB — MPHXOAUTCA «TIOATATHBATEY
«KeJie30» 10 YPOBHS HOBOTO MporpaMMHoro obecrieueHus. M ecnu Bbl 10 0OHOBIEHHS
ucnons3osand Windows XP u Microsoft Office 2003, anig yero Bronde 6bU10 JOCTATOY-
Ho 1-2 I'GaiiT onepaTHBHOIi MaMaATH, To npH nepexoae Ha Windows 10 u MS Office 2019
BaM MOHano6MTCA kak MUHUMYM 4 ['6aiiT.
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O MopanbHbIX KauyecTBax agMMHUCTpaTopa

CucTeMHBIH aJMHHHCTPATOp — 3TO MOJB30BaTeNb C MPAKTHYECKH HEOrpaHWYEHHBIMH
npaBamy, Gnarozaps KOTOPEIM OH MOXET MOJIyYHTh Ha CBOEM TNPENNpPUATHH IOOCTYI
K mo6oii uHpopMaLuHu (HarmpuUMep, BBISCHHTh, Y KOroO Kakas 3apIuUiaTa), lepexBaThIBaTh
niepefiaBaeMblif TpapUK K Jaxe YHUTaTh MOYTY COTPYAHMKOB. Ha HexoTopsix mpenmnpus-
THSAX BeJIETCA Jaxe Y4eT MapoJieif — He TOJBKO K YYETHBIM 3alUCAM, HO TaKoKe H K KO-
4aM 3/1eKTPOHHOM nmoanmucH. Takas NpakTHKa B KOpPHE HEMpaBHIIbHA, HO OHa CYIIECTBYET.
Camu noHHMaere, 4T0, HMesl IIapoJIM MoJb30BaTeseit, aIMHHHCTPATOP NOTy4aeT Heorpa-
HHYEHHYIO BJIaCTh HaJ JaHHBIMHM 3THX nojb3oBareneii. [la, aiMHMHHCTpaTOp MOXeT U Ge3
nmaponeit Monb30BaTeNeH MOMYYHTh AOCTYN K 1060/ MH(pOPMALMH, HO CHCTEMa BCE PaB-
HO 3alMIIET, YTO JOCTYI MOJy4an MMEHHO alMHHHCTPAaTop. A €cliM OH BOCHOJIb3YyeTCH
napoJeM MOJIb30BaTeNA, CHCTEMA 3aMPOTOKOIHMPYET JIMIUb JOCTYI ONpeleneHHOro Molb-
30BaTeNs K CBOMM JaHHBIM. CrefoBarenbHO, 10Ka3aTh GakT U3MEHEHHS JaHHBIX aJMH-
HHCTpaTOpoM 6yneT oueHb TPYIHO.

VYyuteias Bce CKa3aHHOe, CHCTEMHbIM aJIMHHHCTPATOp AOJDKEH obnamaTh BBICOKHMH
MOpaJIbHBIMH Ka4€CTBaMH, YTOOBI HE TNMOABEPrHYTHCA coﬁna:my COBEPILUHTH AOJDKHOCTHOE
TNPECTYIUVICHHE B BUA€ HECAHKLIMOHHUPOBAHHOIO AOCTYIMNAa K YY)KMM JaHHBIM, HX XHLUCHHA
HT.IL

Ecnu BBl cobcTBEHHHK GM3HECa H XOTHTE XOTh Kak-TO 06e30macHTh ce6s OT HEYEeCTHBIX
Ha pyKy COTPYAHHMKOB, BaM B nomoub — DLP-cuctemsl'. Ho u 31eck ecThb HIOAHCHI.
Bens DLP-cucteMa Gyner ycTaHaBIHMBaTbCA M HacTpauBaThCA TeM kK€ aIMHHMCTPAToO-
pOM, KOTOpPOMY BBI, BO3MOXHO, He aoBepsere. Kak 6bITh B 3TOM ciy4ae? IIpuBiekats
K €e YCTaHOBKe H HacTpoiike TpeTbux nuU? He Ha KaKIOM NMpeanpHATHH 3TO BO3MOXHO,
Ia U ecth U nosepue k HUM? Ho B mobom cimydae DLP xora u He naet 100%-Ho# ra-
PaHTHH OTCJIEXKHBAaHHA yTe4eK JaHHBIX, HO NpefocTapiseT Gonblle KOHTpOs Haa AeicT-
BMSAIMM MOJIb30BaTeNeH.

! DLP-cuctema (ot anrn. Data Leak Prevention) — cnenmanusuponantoe I10, KOTOpoe 3allIMIIAET OpraHH-
3aLIMIO0 OT YTEYKH JaHHBIX.
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Bbi6op .
annapaTtHbIX U NporpaMMHbIX CPeACcTB

OnHa U3 06A3aHHOCTEH CHCTEMHOTO aJIMMHHMCTpaTopa — BHIOOp ammapaTHBIX M Mpo-
IPaMMHBIX CPECTB, HCMOJB3YEMBIX B COCTaBe HHPOPMALIMOHHOM cucTeMbl. IMEHHO OT
aJIIMMHHMCTpaTOpa 3aBHCHT NMpPaBWIbHBIA M ONMTUMaTbHBIH BbIGOp oGopymoBanua u I1O.
B 3Toii rnaBe MBI MOCTapaeMcs MOMOYb BaM CJE/aTh TaKoi BHIOOP U MOMBITATBCA HAWTH
ONTHMAIBHOE pellleHHEe — KakK M0 CTOMMOCTH, TaK U Mo GyHKLHOHATY.

TpeboBaHus
K 060pyaoBaHUI0O UHPOPMALUOHHBLIX CUCTEM

CaMu MOHMMaeTe, Ha pbIHKE MPEICTaBIEHO MHOXKECTBO aHAJIOTMYHOIO 1O CBOMM Mapa-
MeTpaM M LieHe ob6opynoBaHus. Takoe MHOroo6pasue poxaaer npobiaemy Beibopa. Panee
npobiema BblOOpa pelllajiach OTCYTCTBHEM caMoro Bblbopa — BbIOMpaTh ObLIO HE M3
4ero ¥ NMPUXOAMIOCH MCMOJIB30BaTh TO, YTO Oka3biBaoch JocTynHo. Ceifvac e 3Ta 3a-
Jlaya — He U3 JIETKHX.

BbiGop npousBogurtenn

He ctaHeM 31ech yriay6iaThcs B TOHKOCTH, a MPEJCTaBUM, YTO NEPEA HAMH CTOMT OY€Hb
npocTas 3afaya — BbIGOp 1A oduca mMapupyTusatopa Wi-Fi, mockonbky crapblii BbI-
wen u3 crpos. [Ipoaykumo kakoro npoussoautens: TP-Link, ZyXEL, D-Link win
Cisco — BbIOpaTh? Y Bcex 3THX NMPOM3BOAMTENEH €CTh Kak JelIeBble, TaK U JOPOrHe Mo-
JIeJTH, HO MOHATHO, 4TO MoAenu oauHakoBoro ypoBHA oT ZyXEL u Cisco 6yayT nopoxe,
yeM ot TP-Link u D-Link. Ctout nu nepennayuBats 3a 6peHa?

HexoTopele U3 uuTaTeneid BOIMYTATCA, MOJ, KaK MOXXHO CTaBUTh «HKOHBI»: ZyXEL u
Cisco — B OUH pAA ¢ 6r0KeTHBIMM BeHAOpaMH? OHAKO HM [ KOTO HE CEKPET, YTO
nojasisioniee GONBIIMHCTBO BCEH 3JIEKTPOHMKHU ceduac aenaerca B Kurae. [pyrumu
cnoBamu, kayecTBo c6opku Toro ke ZyXEL, uro TP-Link, npumepHo oguHakoBoe. Tem
6onee yro TP-Link — BoBce He MIOXOi MPOM3BOAUTENb, HEPOBHA MPOYMM KHUTAaHCKHM
ycrpoiictBam No-Name.

, \
BrnipouyeM, MBI He COBETYEM MOKYMaTh caMble AelieBbie Moaenu — Oyap To ZyXEL unu
D-Link. OntuManbHbIi BbI6Op — 3TO 060pyAOBaHHE CPEAHEro LIEHOBOTO Hana3oHa.
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HCU.ICBLIC MOJCJIH paGOTalOT‘He TaK XOpowlo H CT36PUILHO, KaK XOTE€JI0Ch 61:1, BEPOAT-
HOCTh OTKa3a (H3-33 TOro, 41O NMpOM3BOAMTEIb SKOHOMHT Ha BCCM) Y HHX BBILIE. C Apy-
rou CTOPOHBI, B TOITOBBIX MOAEAX Bbl, KaK IpaBHJIO, HE BOCIIOJIB3YETECh H MOJIOBUHOH
npeaocTaBigs€eMoro q:)yHl([lHOHaJ'Ia, — TaK 3a4eM IUIaTUTh OoJblie?

Tenepp cpaBuuM e Momenu: ZY XEL Keenetic Ultra II 1 ASUS RT-N18U (puc. 2.1).
Kazanoce 6b1, BeiGOp oueBumeH — ZyXEL, Benp 31a ¢upMa B cdepe npou3BOACTBa
MaplupyTH3aTOpoB 6ojiee MMEHHTast, XOTA M LiEHa YCTPOMCTBa ceifyac MpaKTHYeCKH B Ba
pa3a gopoxke: 11 750 py6neii npotuB 5099 py6neit y ASUS'. Ho B3rnaHeM Ha xapakre-
pHucTHKH ycTpoictBa oT ASUS. '

Puc. 2.1. MapwpyTtusarop ASUS RT-N18U

NPUMEYAHHUE

He HyxHO gymate, uto TP-Link, ASUS u nogobHble 6peHabl BbinyCKaloT TONbKO AelueBble
yctpoictea. CTOMMOCTb HEKOTOPbIX MX AOMalHWUX mogenei (Hanpumep, ASUS ROG
Rapture) yausut gaxe 6biBanbix agMUHUCTPATOPOB — nomau.mnn Mogenb no LeHe pelue-
HUA 4NA NpeanpuATUA.

Y ASUS RT-N18U mnacnoprHas ckopoctb LAN-noproB, kak 1 y ZYXEL Keenetic
Ultra II, coctasiiser 1 ['6ut/c, 0qHaKko CpaBHMM peaibHYIO MPOM3BOAMTENIBHOCT Gec-
npoBoHoit ceth — y ASUS Tpu anTteHHs! npotus aByx y ZyXEL, a 3To 03Hauaer, 4To
ckopocTb paboTsl 6ecripoBoaHol ceTH Ha yctpoiicTBe ot ASUS Oyner Beiue. O6a yct-
poiicTBa 00131al0T BO3MOXHOCTBIO Mojkmo4eHus 4G-MoaeMa, 4To MOJIE3HO AJIA opra-
HHM3aLMH pe3epBHoOro kaHana. Ho npoumska ot ASUS no3Bosser BeIOpaTh pexuM pabo-
Thl BTOPOrO0 HHTEPHET-KaHaJla — OH MOXET paboTaTh M Kak pe3epBHBIi, M B Mape ¢ oc-
HOBHBIM JUTs NIOBBILIEHHs o61Lei npomyckHo# cnocobHocTH. K nmpenmyinectsam ZyXEL
MoxHO oTHecTH ceMb Ethemet-noproB npotus uetsipex y ASUS, Ho ceifyac k TakuM
nopTaM MOJAKIIOYAIOT Pa3Be YTO CEPBEPHI, a UX HA MaJIbIX MPEANpPUATHAX MHOTrO He Obl-

' [puBenens! cpennue UeHsl Mo Sunekc.Mapker Ha anpens 2020 rona.
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BaeT (AJ11 CPEeAHHX M OOMBLIMX HUCIONB3YETCA COBCEM APYroe 000pyaAOBaHHE, HaNIPUMEP,
Cisco SB 2921, Zyxel USG60W wunu oTHocurenbHO peweBoe petuende Mikrotik
CRS125). O6a ycrpoiictBa ocHauensl USB-nmoprom USB 3.0, yro no3ponsieT noakimo-
YHUTBh K HEMY BHEIIHMH ecTkuii auck — HanpuMmep, WD Elements — u npeBpaTuth ero
B CE€TEBOE XpaHWIIHLLE (TIPU TOM CKOPOCTh 0OMeHa naHHbIMHU Oy et okono 100 Mour/c —
NpoBepeHo!), TaKk 4YTO, YYMTHIBAA CTOMMOCTb OOOMX YCTPOMCTB, BBIOOp OuYEBMIEH,
U 3to— ASUS. IlepennauuBatrh 3a OpeHmI M MOKYNmaTh MMEHHUTOE YCTPOHCTBO
C MPHUMEPHO TAKMUMH K€ XapaKTEPUCTHKaMH CMbIC/Ia HET.

Kcrat, B OpeHaax Toxe HY)XHO OpHEHTHpOBaThci. EcnM Xouyercs KynmuTh MMEHHMTOE
YCTPOHCTBO M NpH 3TOM HE IUIATUTh MHOro, oOpature BHUMaHHe Ha Mapky Linksys.
Komnanus Linksys nornoiwena Cisco B 2003 roay, Ho noa ToproBoit Mapkoii Linksys no
CHX TOp BbIMyckaeTcs obopynoBanue. Buaumo, B Cisco peunnnu TakuM obpa3oM paspe-
JIMTh JIMHEHKH YCTPOMCTB: IUIA IOMAIUHUX M HeGonmbux oducHeix cereit — Linksys, ans
ceTeit npeaAnpuATHii cpeaHero M 6onbiuoro pasmepa — Cisco.

NPUMEYAHUE

Mpu cpaBHEHWM 0BOpPYAOBaAHUA NOMb3YNTECL TONbKO OGULIMANbHLIMU UCTOYHUKAMK (cait-
Tamu npoussoauTenen). Ha cantax mHTepHeT-marasuHoB UHOPMALIMA MOXET OKa3aTbCA
HETOYHOW, U UCNONb30BaTL €€ ANA CPABHEHUA YCTPOWUCTB HE PEKOMEHAYETCA.

FapaHTUA 1 cepBUC-LIEHTPbLI

l'apaHTHiiHBIH CPOK — HEMaJIOBaXXHBIH pakTop: oqHO neno — 12 Mecsues, a 24 Mecsla
WM 36 — coBceM Apyroe.

O6paTuTe BHUMaHHE M Ha TEPPUTOPHAIBHOE PACIIONIOKEHHE CEPBUCHBIX LieHTpoB. Ecin
B BallleM ropojie HET MOJHOLIEHHOrO CEPBUCHOTrO LIEHTpa (MHOTAA €CTh TOJBKO MpeacTa-
BUTENIH, KOTOpPbIE JIMIIb MPUHHUMAIOT 000pyIOBaHHE, 2 PEMOHT OCYILECTBIAETCA B OpY-
roM ropozie), To Jiyyllle OMCKaTh JpYyroro npou3soauress. B cnyyae otkasza o6opynosa-
HHS (M €CJIH He 3aKUII0YEH CEPBHCHBIH KOHTPAKT, 0 KOTOPOM OyZeT cka3aHO Jajiee) TaKoi
yIOaleHHBIA PEMOHT MOXXET 3aHATh [UIMTENbHOE BPEMsA — Ha OJHY TOJIBKO IEPECBUIKY
obopynoBaHus TyAa-clofa YHAET kak MUHUMYM OT 2 110 4 JHeH.

ITpu BeIGOpE 060pyIOBaHHS HYXHO Talkoke HE TOJBKO M03a00TUTHCA O HATMYMH U CPOKe
rapaHTHH U PacroJIOXKEHHH CEPBHC-LEHTPOB, HO elle U pa3o0paThCcs B CEPBHCHBIX 0053a-
TeNbCTBaX NpousBoautens. YeM mopoxe M cioxHee 00OpyHOBaHHE, TEM BAKHEE €ro
poJib B MHPOPMALIMOHHO# CHCTEME M TEM J0pOXke 000iaeTCs NPEeaNpUATHIO €ro NpocTo
Ha BpeMs peMOHTa. B ciyyae ¢ MapuipyTH3aTOpOM MOXHO Ha BPEMEHHYIO NIOAMEHY BbI-
LIeuIeMy U3 CTPOS YCTPOHCTBY KyIHTb XOTb caMblii AewieBbiii. Takoii BBIXOI, KOHEYHO,
He OYeHb MPHUATEH, HO HE CHILHO OTPa3MTCA Ha Gl0/keTe KOHEYHOrO MOJIb30BaTeNs, TEM
Gonee Ha Gromxere mpeaAnpuATHA. OOHAKO AJA OOPOroro M CJIOXKHOro ob6opymoBaHHs
CIeAyeT 3aKIio4YaTh CEPBHMCHBIE KOHTPAKThl, KOTOpbl€ rapaHTHPYIOT BOCCTaHOBJICHHE
o0opynoBaHus (WM NPeJOCTaBlIEeHHe MOJMEHHOr0 000pYA0BaHHUSA) B TEYEHHE OTOBOPEH-
Horo cpoka. CepBHCHBII KOHTPaKT 0COOEHHO BaXKEH, €CJIM NpeaNpHUATHE HAXOAUTCA Baa-
JIM OT PErMOHAJIBHBIX LICHTPOB.

Jlio6oe obopynoBaHHEe paHO WIM MO3AHO ycTapeBaeT. Ilo3ToMy mocrapaiitech KyNmHUTh
K HEMY 3aracHble YacTH. bbIBaeT Tak, YTO BBIXOAUT U3 CTPOSi KAKOH-TO KOMIIOHEHT, HAHTH
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KOTOpBI# criycTa 4—5 JeT nociie MoKynkH o60opyaoBaHus KpaiiHe CJI0XHO U goporo. Tu-
NHYHBIA npumep — omnepaThBHas nmamath Wia TIK. INonpobyiite ceituac HaliTu Monyniu
DDR SDRAM. MakcumyM — ObiBLIME B ynioTpe6ieHud. Jla 1 neHa He mopaayet. Tak
YTO €CJIM BBl ceifiuac 3aKyNmWiIM MapK KOMIBIOTEPOB, 03a00ThTECH 3aMaCHBIMH YacTAMH.
Yepes yeThlpe rofa HaAiTH K 3THM KOMITBIOTEPAM KOMILIEKTYIOILHE MOXKHO OyneT pa3Be
YTO Ha TaK Ha3bIBaEMBIX KOMITBIOTEPHBIX pa3bopkax. ’

BoT npHMepHBIit CIIHCOK TOro, YTO HY)KHO 3aKyMHUTh (KOHKPETHbIE crieliM$HKaLUH NpH-
BOIMTH HE CTaHEM, T. K. OHH 3aBHCAT OT MMEIOLLErocs y BaC KOMITBIOTEPHOT'O MapKa):

O MonayJiu onepaTHBHOM MaMATH;
O xecTKHe OUCKH;
O 6J0KH MUTAHHA,

O Bentunaropsl CPU. :

Bbi6op npoueccopa

XapaKTepHCTHKH TIPOLIECCOPA 3aBUCAT OT TpeGOBaHMil MpOeKTa (4acTOTa, KOJHYECTBO
Afep U T.1.). A eclH IUTaHHPYeTCs HCIOJb30BaTh BUPTYyaTH3aLHI0, HEOOXOOUMO YyiIy4-
KT KOHQHTypaLHio npuMepHoO Ha 30%.

Opranus3oBeiBaTh cepBep Ha 6a3e nmpoueccopoB AMD H3-3a: HX MOBBILIEHHOTO TEIUIOBBI-
JEJIeHNUs Mbl HE PEKOMEHIyeM, AaXe HECMOTpPA Ha TO, YTO OHM JELIEBJIE€ MPOLECCOPOB
Intel. U, BeIGHpas mpoueccop Wi cepBepa, Mbl Gbl OCTAaHOBWIH CBOH BbIOGOp MM Ha Intel
Xeon, uinu Ha Intel Core i9. Ha ceromHsAmHuii AeHp HanbGoJiee MPOH3BOJUTEIBHBIM Cep-
BEPHBIM MpoLeccopoM cunTaercs 28-anepHsiit Intel Xeon W-3275. [Ipu BriGope npouec-
copa ofpaluaiite BHUMaHHe Ha ero MoauM¢Hkauuio — HanpuMmep, Intel Xeon W-2195
oboinercs ropasno gewesine Moaenu W-3275, Ho nepBblit MMeeT Beero 18 sanep, a He 28.

O3HaKOMHTBCA CO BCEMH CYLLECTBYIOIUMH crieliu$pukaunsaMu npoueccopos Intel (1 opy-
rMX npoueccopoB, He Tonbko Intel) MoxHO Ha caiite mo agpecy: http:/www.cpu-
world.com. Tak, Ha ctpanuue http://www.cpu-world.com/Compare_CPUs/Intel_
CD8069504153101,Intel_CD8069504381900/ sToro caiita Bbl HaliieTe NpUMEp CpaBHe-
Hus npoueccopoB Intel Core i9-10940X u Intel Xeon W-3275 (puc. 2.2).

Cepgepsl Ha 6a3e npoueccopoB Intel Xeon MoryT no3BonuTts cebe TONbKO KpYyIMHbIE KOM-
MIaHHH, MOCKOJIBKY CTOMMOCTb TOJIBKO CaMOT'0 MPOLIECCOPA MOXKET COCTABJIATH HECKOIBKO
ThicAY HosutapoB. Tak, ueHa Intel Xeon W-3275 Ha MOMEHT ero fpe3eHTalLH COCTaBsIa
4449 nonnapos. U ecnu GlomkeT orpaHu4eH (kak 3To 4acTo ObIBaeT), ciieqyeT oOpaTHTh
BHHUMaHHe Ha npoueccopsl ceMeiictBa Core 17/i9.

Hekotopsle 0co60 mpuAMpYMBBIE YUTATENIM MOTYT BO3Pa3HTh: MOJI, YTO 3TO 3a CepBep
C IECKTOIHBIM IpoLieccopoM, koTopeiMH sBiisitoTcs Core i7 u Core 19?7 OnHako Bce 3aBH-
CHT OT TOTO, YTO MbI BKJIafIbIBa€M B MOHATHE «cepBep». CepBephl, KOTOPbIE MOMELIAIOTCA
B CTOIKY, KaK MpaBHJIO, MIOCTaBJIAIOTCA C MPOLIECCOPOM JIHHElKkH Xeon. A BOT CepBephl,
BBINOJIHEHHBIE B TPAIULIMOHHOM Kopryce Tower, 4acTO KOMIUIEKTYIOTCS MpoOLiECCOpaMH
Core i7/19. Konkpernsiii npumep — Dell Precision (Intel Core i9), a cepsep HPE
(Hewlett-Packard Enterprise) Genl0 X3418 BooGuie BhimonHeH Ha 6a3e mpoueccopa
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AMD Opteron X3418. TeM He MeHee, eciH Hy>€eH Heloporoit cepsep B ¢popM-¢pakrope
1U 115 MOMeELIEHHs B CTOMKY, MOXKHO OCTaHOBHMTBCA Ha BapHMaHTaX OT Supermicro —
Mogens 5019S-L ocHamena npoueccopoM Xeon E3-1220 U mamaTelo ¢ noAgepxKoi
ECC'. OCHOBHOIf HENOCTaTOK AECKTOMHBIX MPOLECCOPOB — OTCYTCTBHE IOMIEPHKKH
ECC (maxe B 10-M nokonenun Core i9 noanepxku ECC Het). Bnpouem, npoueccopst
Intel — 3TO He eAMHCTBEHHBIH BHIGOP. BroHE BO3MOXHO, YTO BaM NMPHAETCS MCTIONB30-
BaTh COBCEM JpyrHe MpOLECCOpbl H Jake COBCEM HHYIO apXHTekTypy. Bce 3aBHcHT oT
HMCIIOJIb3YEMbIX NPHIIOKEHHH.

Multiprocessing
Instruction set extensions
AL'S : a# -

Puc. 2.2. CpaBHeHnue npoueccopos Intel Core i9 u Intel Xeon W-2195
Ha caiTe http://www.cpu-worid.com

Bbibop waccu

B GONBIIMHCTBE Cy4yaeB CepBEpPbl YCTAHABIMBAIOTCA B CTOHMKY HIIH IKad, Mo3ToMy
OOBbIYHBIE KOpMyca, NMPHBBIYHBIE MHOTHM MOJIB30BATENAM, /IS CEPBEPOB HE MOAOMIYT.

! ECC-namsts (ot anrn. Error-Correcting Code Memory, naMsaTh ¢ koppekiueii omH60k) — THII KOMITbIO-
TEPHOH MaMATH, KOTOpas aBTOMAaTHYECKH PAacrNo3HAeT M HCIMPABJIAET CIIOHTAHHO BO3HHKIIME M3MEHEHHA
(omu6kxu) GUTOB MAMATH.
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CepBepbl JOJDKHBI MOCTaBJIATHCA B CIELHAJbHOM LIaCCHIHHOM HCITIOJIHCHHH, YTO IIO3BO-
JISeT BBIABUraTh UX M3 CTOMKH IJis YHpoLeHHs OGCJ’Iy)KHBaHHﬂ. Illaccn K0MKHO MMETH
JABa Gy10Ka MMATAHHA, JOITYCKAKIIHUX HX «rOpA4YYyrO0)» 3aMEHY.

Ha puc. 2.3 npuBeaeH THnHYHbIA cepBepHblit kopmyc. [Ipu BeiGope kopmyca obpaTture
BHHMaHHE Ha TO, YTOOBI OH MOT OBITH YCTaHOBJIEH B CEPBEPHYIO CTOMKY (Takoke Ha3bl-
BaeMyl0 TEJIEKOMMYHHMKALMOHHON cToiKkoil). Eciu cepBepHas crToiika elle He MOKyrma-
Jach, TO Bbl MOXeTe BbIOHMpaTh M0OOH THM CEpBEPHOro Kopryca — MOTOM nmoadepere
nop Hero ctoiiky. Ecnu ke cTofika yske KyIeHa, TO NpuaeTcs noabuparb Kopmyc ¢ BO3-
MOXKHOCTBIO YCTaHOBKH B HMEIOLLYIOCS CTOMKY.

Puc. 2.3. TunuuHbIA cepeepHbIi kopnyc

BbiGop maTepuHckon nnarvbl

BbiGop MaTepHHCKO#i IUIaThl HE MeHee BaxkeH, ueM BBIGOp mpoueccopa. IIpu BriGope
MaTepHHCKOM IJIaThl HY)KHO YYHTBIBATh ClI€YIOLIHE €€ XapaKTePUCTHKH:

O ¢opm-pakTop — BaxHO, 4TOOBI BHIOpaHHas MaTepUHCKas IUIaTa Morya ObITh ycTa-
HOBJIeHa B BbIOpaHHBIH kopmyc. MHave nmpuaeTcs 4YTo-TO MEHATh: WIM KOpMYyC, WIH
MaTepUHCKYIO [U1aTy. YUHThIBasi, YTO KOPIYC MoAOHpaNICA MOA CTOMKY, MaTEPUHCKYIO
IUIaTy B CJIy4ae HECOBMAaAEHHs NMPHIETCA 3aKa3bIBaTh APYTylo;

O THn cokera mpoueccopa — THIIBI COKETA MPOLIECCOPA M MATEPHHCKOM MUIATHI A0JDK-
HbI coBnanatk. [Tonaraem, 3T0 MOHATHO;

0O makcuMaibAbliE 00beM onmepaTHBHOH NAMATH — YYUTBIBas, YTO Mbl BeIOHMpaem
MaTEepHHCKYIO IUIaTy AJIA CepBepa, MaKCHMMalbHBIH nmoanepxuBaeMblii o6bem O3V
JomkeH ObITh He MeHee 128 I'Gaiit. KoHeuHO, eci BBl co3[aeTe cepBep HaYaJlbHOIO
ypPOBHs, TO XBaTUT U 64 I'GaiiT (peus naer o MakcuMaibHOM 06Bbeme O3V, a He 06
obbeme «Ha GoOpTy» cepBepa, — 3eCh BO MHOIMX CJIy4asx CeroaHs XBaTur 16—
32 I'6aiiT), HO He Hy>HO 3a6BIBaTh O BO3MOXKHOM MOC/eAyIolleii ero MoIepHU3aLIMH.
INamaTh — OYEHb KPUTHYHBIA pecypc, M OYEHb CKOPO Bbl OOHApy>KUTE, YTO BaM ee
HenocTatouHo. Taioke MOMHHTE, YTO MaKCUMaJIbHbII 00b€M MOXET 3aBUCETh OT THUMA
namatu. Tak, npu ucnonssopanun namstd ECC 3DS LRDIMM MatepuHckas miarta
MoxkeT noaaepxxuBath Ao 1 TOalT namsaTH, a npu ucnonszoBanud ECC RDIMM —
«Bcero» 256 I'6aiit. U xopotuo, koraa ectb BO3MOXXHOCTh pacLIUpEHH;
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0 x0AH9ECTBO CJIOTOB NAMATH — Ha CepBEPHON MaTEPUHCKOI ILIaTe JODKHO ObITh He
meHee 4 ciotoB nog O3Y (TMnNMYHas cepBepHas IuiaTa 0ObIYHO COAEPXKHUT 8 ClOTOB
OMepaTHBHOM NaMATH);

O noazepxkky RAID — 3Ta XapakTepHCTHKa Aaxce BOKHEe, YeM MaKCHMAaJIbHbIH 00beM
onepatuBHOW mamsatH. Ecnn Ha paboueli cranuuu RAID He HyxeH, To Ha cepBepe
3TO — 0b0s3aTeNibHOe TpeOOBaHHE;

O xonmvectsBo pa3bemoB SATA II/III — yem Gonblue, Tem nyywe. Ckopee Bcero, Ha
BalleM cepBepe Oy oyT yCTaHOBJIEHBI HECKOJIBKO XECTKHX AuckoB. Hanpumep, Ha 60p-
Ty MaTepuHckoii matel Supermicro X10SRH-CF umeercs necats cnotos SATA-IIL.

Jlns ynpolueHus ee 006CTy>KMBaHUs MaTEPUHCKas IUiaTa JO/DKHA GBITh COBMECTHMA C MC-
NoJib3yeMoi Ha NpeanpUATHH CUCTEMO MOHUTOPHHTra.

Bbi6op auckos

[lepen nokynkoi >KECTKUX AHUCKOB HY)KHO OMNpeNEeNHThbCA, rae OyayT XpaHHUTbCA OaH-
Hble — Ha CepBepe WJIM Ha BHEIUHeH CUCTeMe XpaHEeHHUs JaHHbIX. [IpeanoyTuTensHo Mc-
NOJIb30BaTh BHELIHEE YCTPOHCTBO, 6J1aro Ha phiHKE MpeACTaBJIEeHbl CaMble pa3Hbie BapH-
aHThl Pa3NMYHBIX LIEHOBBIX KaTeropuii. B aToM ciy4ae nyis cepBepa noHano6sTCs BCero
JIBa KECTKHX JAMCKa I IOCTPOEHHA OTKa30yCTOHYMBOro MaccHBa (3epkana).

CoBceM Jpyroe Aeno, ecii¥ AaHHbIE NMPEaNnoJiaraeTcs XpaHUTh Ha cepBepe. Torzaa Hy)HO
YCTaHOBHUTb B CEpPBEp MAKCHMMA&IbHOE YHCJIO IUCKOB, YTO OrpaHH4YMBaeTcs ¢GOpM-
¢dakropoM kopmyca. CienoBaTenbHO, MpH BbIOOpe Kopryca HEOOXOOHUMO YYHTHIBATH M
ato. KonnuecTBo quckoB 3aBUCHT oT BhibpaHHOro ypoBHs RAID. Tak, ans RAID S Tpe-
6yercsa Tpu, a s RAID SE — vertsipe aucka. Obuias nHGOpMaLUs 0 HEKOTOPBIX YPOB-
Hax RAID npencrasnena B Tabi. 2.1.

Ta6bnuua 2.1. OcHoeHble ypoeHu RAID

Voosoms | Wiumomocr | Tonean | Pespomi | M oo | ek xorac
RAID O - 100% - 1 16
RAID 00 - 100% - 2 60
RAID 1 + 50% - 2 16
RAID 1E + 50% - 3 16
RAID 5 + 67-94% - 3 16
RAID 5E + 50-88% + 4 16
RAID 50 + 67-94% - 6 60
RAID 15 R 3348% - 6 60
RAID 6 + 50-88% - 4 16

U3 Bcex ypoBHeid, npeacTaBieHHBIX B Tabi. 2.2, Hanbonee yacto ucnonedyercs RAID 5.
3TO0 caMblif 3KOHOMHBIH ypOoBeHb — OH TpeOyeT Bcero JIMILL TPH JUCKA, MPH 3TOM MOA-
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Jep)KUBaeTCs M3OBITOYHOCTh AAaHHBIX, a MoJie3Has eMKOCTh docTturaetr 67% (s 3 auc-
koB). O6wuii pa3Mep MaccHBa BeIYMCIAETCA MO GopMyIe

Sx(K-1),

rae S — pa3mep MeHblIero Jucka B MaccuBe, a K — uucno nuckoB. Ecnu y Bac ecthb
yeTbipe Aucka no 1 TOalT kaXkabli, TO None3HbIi pa3Mep MaccHBa OyeT TaKMM:

1 x (4 — 1) =3 I'Gaiir,

Y10 paBHO 75% OT 001Leli eMKoCTH Bcex Hakonuteneid. To ectb yeM Gonbllie AUCKOB, TEM
BBILLE T0JIE3HBIH pa3Mep MacCHBa.

IIpu BeIGOpE OMCKOB, kpoMe MHTepdelica UX MOMKIIIOYEHHS H EMKOCTH CaMHMX AMCKOB,
HYXHO TakKoke YYUThIBaTh pa3mep 6ydepa qucka U CKOPOCTh BpalleHU IIMHHIENS. CaMH
TMOHMMAeTe — YeM 3TH NlapaMeTphl GolbLue, TeM JIyylle.

Ort ckopocTH BpallueHus wnuHaens 3aBucHt napamerp IOPS (Input/Output operations Per
Second) — umucno onepaumii BBOJA-BBIBOAA B CEKYHAY. ITOT MapaMeTp NpaKTHYECKH
OJMHAKOB /1A BCEX Mojened BceX MPOHM3BOAMTENEH M 3aBUCHUT OT CKOPOCTH BpallleHHs
IIMHHAENS — YeM Bblllie CKopocTh, TeM 6onbuie IOPS. 3aBucur Takke IOPS 1 ot pasme-
pa 610ka. [ToHATHO, YTO YeM Bbile pazMep 6510ka, TeM Hiwke IOPS. B cpenHeM npu 06b-
eme Onoka 1o 4 K6aiir BtountensHo IOPS coctaBnser 170 onepauuit B ceKyHAy MpH
ckopocTd BpaileHus wnuHaens (RPM) 15 000 o6oporoB B mMuHyTy. Ecnm ckopocth
BpaueHus pasHa 10 000 RPM, to IOPS 6yner paBeH 120. [la, MMEHHO TakHe JKECTKHE
JUCKH HYXXHBI U1 cepBepoB. [ cpaBHeHHs — Ha paboyMX CTaHLMAX OOBIYHO HUCIIOJNb-
3YI0TCA J)KECTKHME AUCKM C YacTOTOMH BpalieHus wnuHaens 7200-7500 RPM. B atom ciy-
yae ux IOPS paBeH Bcero 70.

Pa3ymeertcs, kakoit Tun MaccuBa RAID, ucxons u3 Bammx 3amaq, peKOMEHAYeTCs MpH-
MEHHUTb, KaKoii pa3mMep 6J10ka UCMONIB3@BATH U T. 1., CIEAYET BBIACHUTH 0 MOKYNKH Cep-
Bepa.

CyllecTBEHHO MOBBICUTh MPOM3BOAMTENIEHOCT MOXKHO MyTEM HCIIOJIb30BaHHUS TBEPIO-
TenbHbIX OUckoB (SSD). OnHako Heo6X0AMMO UMETh B BMIY, YTO BpeMs HapaboTkH Ha
OTKa3 y HUX HHXKE, YeM Y OOBIYHBIX JKECTKUX JUCKOB, U 3aMEHATh TaKHe NUCKU NpHIETCA
yauge. YuutbiBas crouMoctb SSD-nuckoB 6onbuioro pasmepa (ot 500 I'6aiir), sTo ynmo-
BOJILCTBHE HE U3 [IEILIEBBIX.

YuutsiBaTh Taioke Hy)KHO M MHTepdeiic nucka. Hauunas ¢ Windows Server 2016, un-
tepdeiic PATA (ATA/IDE/EIDE) 6onee He nmoanepxkusaerci. Koneuno, B 2020 roay
MaJjio KOMy NpHAET B royioBy nokynatb PATA-nuck 1Jis UCMoNb30BaHUA Ha cEpBEpE, HO
BBI JIOJDKHBI 3TO 3HATh, €CJIM y Bac He O4YeHb HOBBIi cepBep, MOCTPOEHHBII ¢ HCIIOIB30Ba-
HHeM PATA-nuckoB, — 6e3 MOJEpHHM3aLMH (OKeJie3a» MpoanrpefauTh Takoil cepBep 10
Windows Server 2016/2019 yxe He nonyuutcs. [locnenHeii Bepcueii, noaaepxuBaroLLei
unHrepdeiic PATA, ssnsercs Windows Server 2012.

Bl;lﬁop namMaTH

BoT MBI H IlOGp-':UIHCB 0 OYeHb BAXHOTrO 3JIeMeHTa JIr000i cHcTeMbl — OﬂepaTHBHOﬁ
naMaTd. Cunraercs, 4To YBEJINYEHHE obbeMa onepa'mBHoii NMaMATH — CaMbli I'lpOCTOFI n
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OTHOCHTEJIBHO ACILIEBBIA crnocob YBEJIHYEHHA NMPOU3BOAHTEIBHOCTH CHCTEMBI. Ho 3To He
BCE€raa Tak.

[pu BBIGOpPE OMepaTHBHOH MaMATH, KPOME €MKOCTH caMHX Moayneit U ux tuna (DDR3,
DDR4), Hy)HO Y4YHTBIBATh €1l€ H CJIEAYIOLIHE TaPaMETPHI:

O 3¢dexTHBAYI0 NPONYCKAYI0 CHOCOOHOCTL — OHa OOBIYHO YKa3bIBaeTCA B CMELH-
¢dukauumn moxynsa kak PC4-<uucno>. Hanpumep, cranaapt PC4-19200 o3navaet, uto
a¢dexTHBHaA mpomnyckHas criocobHocTe coctaBnger 19 200 M6aiit/c. Bce moaynu
JOJDKHBI ObITH OHOrO CTaHAApTa;

0 9acToTy HaMATH — OHa M3MEPAETCA B Merarepuax, i 0ObIYHO MOXKHO CKa3aTh, YTO
yeM OoJiblle 3TOT MapaMeTp, TEM Jydllle, HO U 3To He Bceraa Tak. HyxHo, 4yrobbl Ma-
TEpPHHCKas IUIaTa NoJJep)kHBaia BbiOpaHHyl0 BaMH 4actoTy. Ecnu, Hanpumep, BbI
KyNUTE MOAYNH maMsaTH, pabotaromme Ha yactore 3200 MI'y, HO mockynuTech Ha
MaTEepHHCKYIO MiaTy (MM NpocTo He oOpaTUTe BHHMAHHE Ha 3TOT NMapaMeTp NpH ee
BbIOOpE), H OKaKETCA, YTO OHA MOJIEPHKHBAET TOJbKO 4YacToTy 2133 MIL, Huyero
Xopoulero U3 3roro He Boifier. Moaynu 6yayt paboraTs, HO Ha 4acToTe MaTEpHH-
ckoif minarel — 2133 MI'L;

0O xoppexnHI0 OmHOOK — cepBepHas ONepaTHBHAA NaMATh JOMKHA OBITh C KOPPEKLH-
et onbok (ECC), nnaye 310 06bI4HAA «HAcTONIbHAA» NMaMATh. [1aMATh ¢ koppekLHen
OLIHOOK MOXKET HCTIPABJIATh H3MEHEHHA OHOro OHTa B OJHOM MalIMHHOM CJIOBE. 3TO
3HAYMT, YTO MPH YTEHHH OJHOrO MAIIHHHOIO CJI0BA M3 NMaMATH OyAeT MPOYTEHO TO XKe
3HaYEHHE, YTO OBLIIO IO 3TOro 3aMMCaHo, AAXKE €CIIH B MPOMEXYTKE MEXTY 3aMHUChIO U
YTEHHEM OJUH OUT ObLT cnyyaitHo u3mMeHeH. O6bIYHasA onepaTHBHas MaMATh Ha Takoe
He crnocob6Ha. Kak yxe 6pin10 otMeyeHo paHee, noaaepxkka ECC ectb Tonbko y cep-
BEPHBIX NpoLeccopoB Bpoae Xeon, aeckronHele npoueccopsl Core 17/9 ECC He nog-
JEPXKHBAIOT;

O pexnM paboThbl OnepaTHBHOH NaMATH — 3TO XapaKTEpUCTHKA HE MOAYJIeH NamMATH,
a MaTepHHCKOM TUIaThl (JTy4lll€ YTOYHHTH 3TO B JOKyMEHTalMH Ha MaTEPUHCKYIO I1a-
Ty). Hanpumep, MaTepHHCKas niara y Bac MOXKET MMETh JBa CJIOTa IJIA ONEPaTHBHOM
NMaMATH U pexum paboTsel — aByxkaHanbHbIi (Dual-channel architecture). CnenoBa-
TEJIHO, IJIA TMOJYYEHHs TOJHON OTAaYH BaM HY)XHO OyleT yCTaHOBMTh B Hee fBa
OJJMHAKOBBIX MOXYJIA — OJWHAKOBOI'O CTaHAApTa, EMKOCTH M YacCTOThI H XeJaTeabHO
ofHoro npoussoauTens. Ecnu Bbl ycTaHOBMTE OOHH MOAY/b eMKocThio 16 I'6aiiT, TO
oH Oyner paborate MeaieHHee, YyeM fBa 1o 8 ['OaiT.

AHaJIOTHYHO OBIBAIOT MAaTEPHHCKHE TUIAThl H C TPEXKaHAIbHBIM, H YEThIPEXKaHa/Ib-
HbIM pexkumamu pabotsl. s paGoTsl, HanpuMep, B TPEXKAaHAIBHOM PEXXHME BaM I10-
TpeOyIOTCA TPH OAMHAKOBBIX MOJYJIA MAMATH, KOTOpBIE, BO3MOXKHO, HY)KHO GyneT yc-
TaHOBMTH B ONpE/ENIEHHbIE CIOTHl — OOBIYHO OHH OTMEYEHbl Ha MATEPHHCKOI TUIaTe
OJIHHM LIBETOM ([UIA YTOYHEHHA 3TOrO0 MOMEHTa Jy4lle 0OpaTHTHCA K JOKYMEHTaLMH
Ha Bally MaTepHHCKYIO IUaTry). 3[ech TOXE MOTYT UMETh MECTO MOJBOAHBIE KaM-
HH — HalpHMep, Y Bac YCTaHOBJEHbI TPH Moays no 4 ['6aiiT cyMMapHbIM 06bEMOM
12 I'6aiit. M BBI XOTHTE cenaTh Gnaroe aeno, 106aBHB elle OJHUH MOAYJIb, YBEJTHYHB
TeM cambiM o6veM O3V nmo 16 I'6aiit. OnHako Ha cepBepe mepectaHeT paborathb
TPeXKaHAIbHbIH PeXXHM, U Bbl MOTyYHTE 3aMeIEHHe CKOPOCTH paboThl MOJCHCTEMBI
NaMATH BMECTO OXHIAEMOr0 NMPHPOCTA €€ MPOM3BOJHTENBHOCTH.
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dononHutenbHble TpeboBaHUA
K KOMMYTaLUMOHHOMY 060pynoOBaHUIO

KoMMyTaumoHHoe 060py1oBaHHE HY)KHO BBIOMpaTh C Y4ETOM INOIEPXKH TEXHOJOTHi,
KOTOpBIE UCMOJB3YIOTCA NMPH MOCTPOEHNH HHQPPACTPYKTYphl CETH. 31ech HMKAKUX KOH-
KPETHBIX COBETOB JIaTh HEJb3fl, TOCKOJIBKY KaX10€ pelieHHe OyneT HHANBHAYanbHBIM.

MoxxHo pa3Be yTO mocoBeToBaTh MOKynaTh 00OpynOBaHME C MOAAEPXKKOH MpoToKoNIa
SNMP (Simple Network Management Protocol, npoctoii npoTokon cereBoro yrnpasie-
HHA). ITOT NPOTOKOJ YNPOCTHT YyIpaBieHHe 00opyJoBaHHEM H ero MoHuTopHuHr. O6o-
pynoBanue 6e3 nomnep:kku SNMP nonyctiMo BeIOMpaTh B caMbIX MPOCTHIX CIy4asX U
JUIS CaMbIX MJIbIX MPEANpPUATHH.

dononHutenbHble TpeboBaHuA
K aBapUUHbIM UCTOYHUKAM NUTAHUA

Hcrounnkn 6ecnepeboiiHoro (aBapuitHoro) nuranus, wiy, nonpocty, UPS-bl, momkHbI
ObITh OCHallEHbl CEeTEeBBIMHM HHTepdeiicaMH, MO KOTOPBIM MOXHO TMOJy4YaTh JaHHbIE
0 cocTosiHuM OaTapeii, ypoBHe 3apsia U OCTaBLIEMCS BpeMEHH aBTOHOMHOI paboThl.

CocTaB nporpamMmmHoOro obecne4yeHus
TUNOBOro NpPeAnpUATUA

Teneps paccMoTpum Bompockl Bbibopa nporpamMHoro obecnedyenuns. Ecniu ans ungpa-
CTPYKTYpbl CETH HyX€H HHIMBHAYaIbHbIH MOIXOA, TO O NMPOrpaMMHOM OOecneyeH!H
roBopuTh HaMHoro npoue. [IpukiaaHoe nporpaMmHoe obecnedeHne Mbl 06CyXaaTh He
CTaHEM — OHO 3aBHUCHT OT cneuuduky Bawero npeanpusatva. Hanmpumep, eciu Bel He
3aHMMaeTech npoekTHpoBaHueM, To U CAIIP Bam He HyxHa. OmHM NpeanpHATHS MOTYT
UCMONB30BaTh NMomynspHyto 6yxrantepckyto nporpammy «1C:IIpeanpustue», apyrue —
Het. OnHuM npeanpustusm tpeGyercs CRM', ApyruM — HeT U T. A.

B asTom pa3pmene peub noiner o6 HMHGpacTpyKTypHOM MpPOrpaMMHOM obecneyeHHH.
B mo6o#i mHPOpMaLIMOHHOH CHCTEME MOXXHO BBIAEIHTH CJIENYIOIIHE KIacChl MPOrpaMm-
Horo obecrneyeHus:

O onepalyOHHBIE CUCTEMBI;

O noacucTeMbl ayTeHTH(UKALIMK U KOHTPOJIA IOCTYNa;
O noacuctemsl DNS (paccMoTtpeHsl B 2rase 3);

O daiinoBsie cepBuCHI;

O cpeactBa -zlocryna k UHTepHery;

' CRM-cuctema (ot anrn. Customer Relationship Management, cucTeMa ynpaBjieHnst B3aMMOOTHOLIEHHAMM
C KJIMEHTaMH) — NpHUKJIaHOe MporpaMMHoe obecreveHHe 118 OpraHM3aLuit, mpeaHasHauYeHHOe JUIA aBTOMa-
TH3aLMH CTPaTeruit B3aUMOAENHCTBHSA C 3aKa3uMKaMH.
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O cpenctBa 3awuThl HHPopMalu: aHTUBMpYycHoe 1O, MmexcereBsie 3kpanbl, IDS/IPS
HUT.IL;

O cpencTBa pe3epBHOrO KOMHPOBaHHS;

O oducHoe nporpaMMHoe obecrniedeHHe (Kak MpaBHIO, OPUCHBIE MAKEThl MCMOJB3YIOT
BCE NPEeANpPHUATHA);

a NOACHCTEMY 3JIeKTp0HHOﬁ MOYTHI.

OnepaloHHbIE CHCTEMBI OBLITM pacCMOTPEHBI B 21age 1, MO3TOMY HayHeM cpasy C MoA-
CHCTEMBbI ayTeHTH(HKALMH U KOHTPOJIA JOCTYMa.

Moacucrema aYTeHTMCbMKaI.IMM U KOHTpONA AocTtyna

Jlna ynpolieHHs aAMHHHCTPHPOBAHHA MCHOJB3YIOTCA LEHTPAJN30BaHHbIE CHCTEMBI
ynpaBieHus. [Ipy 3TOM y4yeTHble 3alMCH MOJb30BaTeNeH XPaHATCA Ha cepBepax, Takke
Ha cepBepax OCYLIECTBJIAETCA ayTeHTHHMKaLMA ¥ NMPUHUMAETCA pelleHHe O MpeaocTaB-
JIEHHH OCTYMa K TEM HWIN HHbIM pecypcaM.

B Windows-ceTsix 3ageiictBoBaHa ciyx6a karaneroB Active Directory, a B Linux-
cucrteMax — OpenLDAP. B o6meM-to, MoxHO Linux-cepBep npeBpaTHTh B KOHTPOJUIEP
nomeHa Active Directory H COKOHOMHMTb HEMAJIEHBKYIO CyMMY Ha MOKYIKE JIMLEH3HOHHOTO
Windows Server 2019. BosmoxHo yuactue Linux-cuctem u B qoMeHe Active Directory.
[ToatoMy, ecnu Ha BallleM MPEANPHATHH HUCIONB3YIOTCA pa3Hble ONepaLMOHHbIE CHCTe-
MBI, Ipo0JIeM C 3TMM BO3HHKHYTh He OomkHo. Hago Oynmer Tonbko morpatuths onpene-
JIEHHOE BpeMs Ha MX MPaBHJIbHYIO HaCTPOMKY.

MoaxnioueHue Linux k agomeHy: npotokon Kerberos

Linux-cucreMy MoxHO noaxmoyuts k Windows-I0MeHy Mo-pa3sHOMY: MM € NpHUMeHe-
HueM NTLM-ayrentudukauuu, uim nporokona Kerberos. ITockonbky B COBpEMEHHBIX
Bepcuax Windows wucnone3yerca umeHHo Kerberos, To nna momwiodenus Linux-
K/IHEHTOB PEKOMEHyeTCA 3a1efiCTBOBaTh HMEHHO €ro.

3neck Mbl pacCCMOTPHM HAacTPOMKYy runoreruyeckoro Linux-kineHTta. B Bawem auctpu-
6yTHBe HacTpONKM MOTYT ObITh HECKOJBKO HWHBIMH — HallpMMEp, MOXET OTJIMYaThbCs
pacnonioxeHue GailnoB KOHPUrypauuH B Karanore /etc.

Jna nporokona Kerberos oueHp BaykHO MUHMMAJIBHOE paccorjacoBaHHe BPEMEHH MEeXIy
KOMITBIOTEPOM IM0JIb30BaTeNA U KOHTPOJUIEPOM AOMEHAa — OHO HE JOJDKHO INpEBBIILATh
naty MuHYT. [ToaToMy nepen Hactpoiikoit Kerberos ciemyer cHHXpOHM3HpOBaTh BpeMs
Ha KOMITbIOTEpaX M MPOBEPUTh MIEHTUYHOCTb YCTAaHOBJIEHHBIX YaCOBBIX MOACOB.

YT1oObl MOAKIIOUMTBCA K AOMEHY, HYXKHO OTpeJaKTHPOBaTh KOHQHIrypauuio KJIHEHTa
Kerberos, nonyunts 6uner Kerberos ans y4eTHoit 3anucu agMMHHCTpaTopa M BBINOJ-
HHUTBh KOMaHAy MOAKTIOYEHHA K JOMEHY.

HacTpoitka koHcdurypauum knueHta Kerberos

B Linux mpakTH4eck# Bce MOXKHO HaCTPOMTBH C MOMOLIbIO rpaduueckux KoHGuUryparo-
poB. BoT TonbKO AENaTe 3T0 Mbl HE PEKOMEHIYEM, MOCKOJIbKY B KaXIOM IUCTPHOyTHBE
CBOHM KOH(UIrypaTOpbl, KOTOpbI€ pelaKTHPYIOT OJHH U Te xe KOHPUrypauuoHHble daii-
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asl. Ecniu BBI MpUBBIKHETE K ONHOMY AMCTPHOYTHBY, BaM NMOTOM, B ciiyyae Heo6XoauMo-
cTH, Gyner cnoxHo nepeitH Ha aApyroi. Koraa e Bl 6ynere 3HaTh, 4TO H B KAKOM KOH-
¢urypauoHHoM Qaiine HaxoauTcs, rpagpuyeckue KOHGUrypaTopsl Bam Boobliue He Io-
HagobaTca.

daiinom koHpurypauuu Kerberos o6biuHO saBnsercs ¢aiin /etckrbS.conf. B 3ToMm daiine
HY)XHO M3MEHHMTb NapaMeTpbl JOMEHHOH 30HbI (realm) U ciyxObl Kerberos — uenrpa
Beinaun kmover KDC (Key Distribution Center):

[realms)

EXAMPLE.COM = (

kdc = tcp/dcl.example.com:88 tcp/dc2.example.com:88
admin_server = dcl.example.com

default domain = example.com

}

[domain_ realm]

.example.com = EXAMPLE.COM

example.com = EXAMPLE.COM

[kdc]
enable-kerberos4 = false

Ha3sHaueHus nmapaMeTpoB, IyMaeM, MOHATHBI MO MX Ha3BaHHAM — BaM HY)XHO yKa3aThb
= 1
co6CTBEHHBIH NOMEH (BMECTO example.com) H HMEHa KOHTpOJUIepoB nqoMeHa . [TomHuTe,

4YTO HMEHA B 3TOM (paiisie UyBCTBHUTENIBHBI K PETHCTPY.

Hactponka caina nsswitch.conf

®aiin /etc/nsswitch.conf cCOnEPKUT CMUCOK UCTOYHHUKOB, KOTOpbie OYXyT MCNONB30BaThCA
JUIA TIOJyYEHHA JaHHBIX O mnonb3oBareaax. O6BIMHO BaM He NMPUAETCA M3MEHATH €ro
COJIEPIKUMOE, OHAKO MPOBEPHTE, YTOObI OBLIO yKa3aHO HE TONBKO files, HO winbind
B Ka)x10# cTpoke. Bot npumep 3toro ¢aiina:

group: files winbind

hosts: files dns nis winbind

networks: files winbind

passwd: files winbind

shadow: files winbind

shells: files winbind

Mony4enue 6unera Kerberos gns yuyerHon 3anucu agMuMHUCTpaTopa

OrtpenaktupoBaB koH}urypauuio Linux-wideHTta, HyxHo nomyuyuts 6uner Kerberos
Ha Linux-koMmeloTepe O/ y4YeTHOM 3amMCH aJMMHMCTPAaTopa JAOMEHa. J3TO JeNaercs
KOMaHAOoM:

kinit administrator@EXAMPLE.COM

' B 3roM npumepe DNS-#ms 1oMeHa — example . com, @ KOHTPOJIEPEI JOMEHA MMEIOT ¥MeHa dcl 1 de2.
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HUms nomeHa 1omKHO OBITh YKa3aHO MPONMHUCHBIMH OyKBaMH, a clieBa OT CHMBOJIA @ ciie-
JyeT yKa3aTh y4YETHYIO 3aliCh afiIMUHHUCTpaTopa AoMeHa. [IpoBepuTh nomy4eHHbIH Ouner
MOXXHO C TIOMOILBIO KOMaHAbl klist. Bel yBHAMTE mapameTpsl Mmoiy4eHHoro 6unera,
B TOM YHCJI€ U CPOK €ro JeHCTBHS.

MoaxnioueHue kK AOMEHY

Ocrtanock Aeno 3a MaIbIM — MOAKMOYHTH Linux-kineHT k JoMeHy Windows no npoto-
kousty Kerberos. Jli1s1 3Toro BEINOJHUATE KOMaHAY:

net ads join -U administrator$%password

ITpu 3TOM 6yner ocyLiecTBIEHO MOMKUIIOYEHHE K JOMEHY, YKazaHHOMY B (aiine koHH-
rypaumun Kerberos. ITapamMeTpbl administrator M password 3aMEHHTE Ha pealbHbIE UMA
nosp3oBaTens U napoib. Eciu Bel He oM6aMCE M BCe clienanu MpaBUIIBHO, TO MOTy4HTE
coobeHHe 06 yCcremHoM MOJIUIIOYEHHH K JOMEHY.

MNpoBepka NoAKNIONEHUA

Kak npoBeputs nogwnoyeHue? Ipocto npocMOTpHTE CIIMCOK KOMITBIOTEPOB — YJIEHOB
JOMeHa — B HEM BBl yBUIWTE Balll Linux-KIHeHT. ~

310 MOXHO czenathb kak B Windows, Tak 1 B caMoi#t Linux. CHayana npoBepuM HalHuue
6e30MacHOro NOJKIIOYEHUS C MOMOLLBIO KOMaH/bI:

[root@linux ~]# wbinfo -t
checking the trust secret via RPC calls succeadad

Taxkoii BIBOJ KOMaHIbI 03HaYaeT, YTO Bce B nopsake. Jlanee Hy>XHO BBECTH:
wbinfo -u

Ui OTOOpa)XKEHHS CMHCKA MOJIb30BaTeNei WIH:

wbinfo -g

Ui 0To6paXkeHUs CIUCKa rpyi.

Takxe cienyeT npoBepUTh (KOMaHIOM: getent passwd), YTO cayx6a winbind' ycnewHo
MoJy4yaeT MapoJiM ¢ KOHTPOJUIepa JOMeHa — B CITMCKe MapoJieil Bbl yBUIUTE 3allUCH, OT-
HocsLMecs K JOMEHY.

CepBep Linux B kayecTBe KOHTponnepa AoMeHa

OnepaunoHHas cucteMa Linux no3BojseT HEII0X0 C3KOHOMMTD AE€HBI'M NMPEANPUATHS —
Ha 6aze Linux BBl MOXkeTe Tak HaCTPOMTh KOHTPOJUIEp AOMEHa, YTo paboune CTaHLUH
Windows He 3aMeTaT HuUKkako# pa3Huupl. [Ipu 3TOM oTnmamer Heo6xoaumocTh npuoGpe-
TaTh JHUEH3HOHHBIH Windows Server, cCTOMMOCTbh KOTOpPOro 3aBHUCHT OT KOJIMYECTBa pa-
60ounx cTaHLMit B Balei ceTH.

K coxanenmio, Takoe PE€LWICHHE MPAKTHKYETCA HE OYE€Hb YacTO — 00BIYHO aJJMHUHHCTpa-
TOpPbl 3HAaKOMBI C Windows Server u He xenawT H3y4aThb YTO-THOO0 IJI1 HUX HOBOE.

! Winbind — 310 nemoH («cTyxGa» B TepMuHax Windows), paGoTatoiuii Ha imeHTax Samba.
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A 3ps. YuntsiBas ctouMocts Windows Server U IONOJTHUTENBHBIX JTHLIEH3Hit (HanpuMep,
JIMLEH3HH TEPMUHANBHOrO J0CTYNa), MOXKHO PEajibHO COKPAaTHTh PacXo/bl.

BceBo3MOXKHBIX cTaTell U pyKOBOJACTB MO HacTpoiike Linux B pexxume KOHTposiepa ao-
MeHa Active Directory npeaocTaTouHo, MO3TOMY 3TOT BONPOC MBI 3[1ECh pacCMaTpUBATh
HE CTaHEeM.

CoBMeCTHO UCNornb3yeMble pecypchil

Ha mo6oM npeanpuatiu He oboitHck Ge3 oOwmx nanok ¢ gokymeHtamu. B Windows
JUIA JOCTyNa K OoOLIKHM NankaM M MpHHTepaM ciyxuT npotokon SMB (Server Message

Block, 650k cepBepHbIX coOOlLEeHMIt), paspaboTaHHbIif koMnaHusMH Microsoft, Intel
u IBM.

KomneioTepsl noa ynpasieHrdeM Linux Takoke Moryt pa6otats o nporokony SMB. s
atoro B Linux uMeetcs cneunansHas ciyx6a — Samba. [Taker Samba Bxogur B coctas
BceX OUCTpHOYTHBOB Linux M B GONBIUMHCTBE ClyyaeB YCTaHOBJIEH MO YMOJYaHHIO.
IMpoext Samba — 310 He mnpocto OpenSource-npoektr. K HeMy mnoakmiouynnach H
Microsoft, 4To rOBOPHT 0 BaXXHOCTH 3TOTO HanpaBJIEeHHA H O 3HAYHUMOCTH NPOEKTA.

Jna pabotel ¢ 0OLMMH JOKYMEHTaMH, KpoMe OOLIMX IanoK, MOXHO HCHO/b30BaTh U
obnayHkle cepBHCH — HanpuMep, ToT e Google Drive. [IpenMyluecTBa 3TOro pelieHus
TaKOBBI:

O BawM JOKyMeHThl OyayT AOCTYNHBI B J1000H TOuke 3€MHOro Liapa, rie €cTb COeau-
HeHue ¢ UHTepHeToM;

O Bam He npuaercs HactpauBatb VPN-cepBep ans noctyma MOOMIBHBIX KIIMEHTOB
K pecypcaM Ballei KOpropaTHBHOH CETH;

O cepsepbl Google «nepeexanu» B PoccHio, 4To JaeT BO3MOXKHOCTb HCMOJB30BATh
Google Drive maxe i XpaHeHHs NEPCOHANbHBIX JAaHHBIX H MNpo4yeil KOHOHOEHLH-
anpHO#M HHpopMaLHH;

O paboTaTh ¢ AJOKYMEHTaMH, pacrnioyioxeHHbIMH B Google Drive, MoxHO He TOMBKO M3
Windows unu Linux, Ho ¥ ¢ MoOMIBHEIX YycTpoHCTB moa ympaBieHdem Android.
H, Boob6Lue, nomy4uTs AOCTYNn Kk OOGIIMM JOKyMEHTaM MOXKHO uepe3 BeO-MHTepdeiic
¢ moboro ycTpoHcTBa, Ha KOTOPOM BO3MOJKEH 3amyck Opay3epa;

O ecnu BbI 60HTBCB, YTO K BALUIKUM JAaHHBIM IIOJYYHT AOCTYIN KTO-1H60 ﬂOCTOpOHHHﬁ, TO
CMOXKETE BOCIOJIb30BAaTHCA NMporpaMMaMH 00J1ayHoro LUHCprBaHHﬂ.

Tpetbe peLieHne 118 J0CTyna K 0OLIMM JOKyMeHTaM — paciipeleieHHas (aiinoBas cuc-
TeMa — noApoOHO paccMoTpeHo B 2aasge 10.

YyeTHan 3anucb ANA aHOHUMHOIO AoCTyna

B Windows ucnone3yercs rocreBas yyeTHas 3anuch — ydeTHas 3anuch I'ocTb. J1a 3a-
MHCh CIY>KHT AJIA MpefocTaBieHus obero aoctyna BceM, koraa OC He KOHTpoaHpyeT
npasa goctyna. [lo yMonuaHuio 3Ta yyeTHas 3anuch OTK/IIOYEHA.

B Linux yuetHo# 3anucu I'ecth cooTBeTcTByeT yuerHas 3anuch mobody. ITo ymonua-
HHIO aHOHMMHBIH 1ocTyn K pecypcam Linux Taioke 3anpeuieH. Eciu BaM HysxHoO ero pa3-
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peLHThb, NpoBepbTe, YTOObI B Balllelf CHCTEMe CYLIECTBOBala yueTHas 3amuch nobody,
M OTpefakTHpyiite koHGHrypauuio Samba Tak:

[global]
security = user
map to guest = Bad Password

[share_definition]
guest ok = yes

Ectb ¥ BTOpPO# croco6, KOTOpBI# 3aK/I04aeTcs B HCMOIb30BAHUM MapaMeTpa security =
share. [Ipn 3TOM mocTyn Kk pecypcy 6yaeT oCyLIeCTBIATLCA TOJNBKO C MapaMeTpaMH roc-
TEBOM yY€THOM 3amuCH.

Pa6ora c Windows-pecypcamu B Linux

Kak yxxe otMeuanoce paHee, B Linux mns pabotsl B coctaBe qoMeHa Windows Heobxo-
IuM naket Samba, KOTOpbIif YacTo GbIBaeT ycTaHOBJEH MO yMon4yaHuio. Ecnu oH moye-
My-IH60 OKa3aics He YCTaHOBJIEH, YCTAHOBHTBb €ro He COCTaBUT 0cob0ro Tpyna, T. K. OH
B IOGOM cTy4yae BXOJHMT B COCTaB AUCTPUOYTHBA.

YcraHoBKka naketa Samba

Cnenytomas koManaa B Debian/Ubuntu ycranaBnusaer naker Samba, monnepikky npo-
Tokona Kerberos u ciy0y winbind:

sudo apt-get install install samba krb5-user winbind

IMocne ycTaHOBKH cepBHC smb HacTpanBaeTcs Ha aBTOMaTHYECKYIO 3arpy3Ky. Y paBifTh
3aImycKoM/nepe3arycKkoM Cy»6bl MOXKHO € MOMOILBIO KOMaHABI services:

services smb start
services smb stop
services smb restart

Hactpoiku Samba

OcHoBHBIM (aiinomM koHpurypauun Samba sBnsercs ¢aitn /etc/samba/smb.conf. daiin
COCTOMT U3 HECKOJIBKHX CEKLIMHA:

O (globals] — COAEPXHT riobanbHble HACTPOHKH;

O (homes] — OMHUCHIBAaET AOMAILLIHHE MANKH MOJIb30BaTeNeH;
O (public) — COOEPXHT OMHCAHHE MyOINYHBIX PECYPCOB;
O (printers] — OMHMCHIBAET CETEBbIE MPUHTEPBI.

PaccMOTpMM Ha nmpuMepe NMpaKTHYeCKyl0 HacTpodky Samba. Bo-nepBbix, moctaBuM 3a-
Javy, 4ToObl Linux-Ki1MeHT HHTerpupoBaiics B AoMeH Active Directory ExaMPLE.coM. Bo-
BTOPBIX, «pacliapuM» MarnKy /var/samba Tak, 4YToObl BCe MOJIb30BAaTENH AOMEHA MOIJIH
3anMchiBaTh B Hee (aitibl, YyuTaTh M3 Hee ¢aiibl U MPOCMAaTPUBATh €€ COAEPHKHMOE.
B nuctuHre 2.1 npuBeneH rotosslii npumep koHdurypauuu Samba.
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[global]
# Mma pabouelt IDynne M OOMEHAa HYXRHO YKas3hBaTb 3arJlaBHEMM OyKBamu
workgroup = EXAMPLE 5
realm = EXAMPLE.COM

# YkasmBaeM, uTO aBTOpu3auua Oyner uepe3 AD
security = ADS

# TNapom 6ymeM umppoBaTh

encrypt passwords = true

# Ilpokcu DNS He mcnonb3yeTcsH
dns proxy = no

# YckopsaeMm paGoTry Samba
socket options = TCP_NODELAY

# Crnenmyioume napamMeTphl Hy®HH, YTOOH Samba
# HE paborana B pesmMe KOHTpoOJIJIepa IOOMEHa
domain master = no

preferred master = no

os level = 0

domain logons = no

local master = no

# INomnmepXkka MPUHTEPOB He HyXHa
load printers = no

show add printer wizard = no
printcap name = /dev/null
disable spoolss = yes

[publi?]
# OnuchBaeM nyOGIMMUYHEIT pecypc
comment = Public Folder
# nyTe K nyOIMuHOMY pecypcy
path = /var/samba ‘
# paspemwaeM 3ammuchb
read only = no
# ewe pa3 paspemaeMm 3anmuchb
writable = yes
# paspewaeM rocTeBOil OOCTYIN
guest ok = yes
# paspellaeM NpPoOCMOTP CONEPAVMMOI'O KaTajiora
browseable = yes

ITpaBunbHOCTB cocTaBiieHus (aiiia koHpurypauun Samba Bbl MOXKETe NPOBEPHUTH C IO-
MOLIBIO ITpOrpaMMBI testparm.
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NMoaxnioyeHne kK obWwKuM pecypcam

B npenpimyieM pasgene GbUIO MOKa3aHO, KaK MPENOCTABUTh PECYPC, HAXOAALIMICA Ha
Linux-mMauuHe, B o61uee nonp3oBaHue. 31ech MbI MIOKKEM, Kak MOJKIIIOYHUTHCS K pecyp-
caM, KoTopsle npeaocTasiaoT Windows-MaluHbI.

Kak npaBuno, ecnu 3amyuieH rpapuyeckuii uHtepdeiic, To nocTyn k o6wmMM pecypcam
Samba ocywecTBnsercs yepe3 ¢aiinoBelii MEHemkep, — MPOCTO HYXKHO OTKPhITh pasziel
Certb, BbIOpaTh B HeM KOMITBIOTEP U OOLIHM# pecypc, — Bce Tak ke, kak U B Windows.

Ecnm rpapuyeckuit mHTepdeiic He 3amylleH, BaM ClieQyeT BOCIOJB30BaThCA KOMaHAOM
smbmount, KOTOPOH mNepenaTh MMsi MOHTHPYEMOrO Pecypca, TOYKy MOHTHPOBaHMS, MMs
TM0J1b30BaTENA U Maposib (€CIH HYXKHO):

smbmount pecypc TO4YKa_ MOHTMPOBAHMA —O username=Iajib30BaTellb, password=naponb

IMonxmoyenue Gymer coxpaHeHO HO nepe3arpy3ku cuctemel. O6patuTecs k ¢atinam
pecypca MOXHO 4epe3 yKa3aHHYI0 TOYKY MOHTHPOBAHHS.
OT0o6pa3uTh CIUCOK JOCTYIHBIX PECYPCOB OMpeEeIeHHOro KOMIbIOTEpa MOXHO TakK:

smbclient -L hostname

Bpay3epbl UHTepHeTa

B cocraBe Windows nocrasnstorcs 6pay3epsl Internet Explorer u Microsoft Edge. bpay-
3ep Internet Explorer cunTaeTcss oTHUM M3 CaMBIX MOIMYJAPHEBIX, HO 3TO HE €ro 3aciyra —
cBoeit momynspHocTeio Internet Explorer 06si3aH TOMy, YTO MOCTaBiseTCA B COCTaBe
Windows.

CymwecTByer MHOXeCTBO Apyrux GecruiatHeix OpaysepoB: Google Chrome, Firefox,
Opera u np. Kak mpaBsuio, nonb3oBaTesy YCTaHaBIMBAIOT cebe cTOpoHHME Gpaysepsl,
BBIOOp KOTOpBIX OMNpenenseTcs IMYHBIMH MPEANOYTEHUAMH.

3awumTa y35noB cetu

Kaxxapiii y3en ceTH no/mkeH ObITh 3aLIMLIEH OT BUPYCOB, BPEJOHOCHOrO MPOrpaMMHOrO
obecrneyeHus, ceTeBbIX aTak U T. . IMEHHO NO3TOMY KpaiiHe BaKHO HaJMYHe MPOrpaM-
MBI 3auThl y3na. [TonpobHo 3aummra mHbopMauuu Gyner paccMaTpuBaThes B 21a8e 9,
a ceifyac JIMLIb OTMETHM, YTO OOBIYHO OTHOCHTCA K QYHKLMSAM 3aLUUTHI y3/1a:

O aHTMBHpYCHas 3alllUTa;
O MexceTeBoe 3KpaHMPOBAHHE;

O obnapyxenue arak (IDS, Intrusion Detection System) w/wnn npeaoTBpalleHHe aTak
(IPS, Intrusion Prevention System);

0 KOHTpPOJIb MpHIOXKEHMH (OJIOKHPOBKA 3aImycKa HeXeJIaTeNbHBIX MPHIIOKEHHH) H YCT-
poiicTs (6710kHpOBKa AOCTYNa K YCTPOHCTBY).

B Linux ucmonb3yercs psan cMCTeM KOHTposs Aoctyma, Takux kak LIDS, Tomoyo,
SELinux. 3TH cHCTEMBI MOTyT AaXKe OrpPaHHYUTh MOJIHOMOYHA CaMOro CyIneproib30Ba-
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Tens root. CoGCTBEHHO, /I 3TOrO OHH M TNpeJHa3HauyeHbl — Ha Cly4ail, eclli y4eTHas
3aIMCh CYTIEPIIOIb30BATENA OKWKETCA CKOMIIPOMETHPOBaHHOIA.

MHorue anTuBHpychl Wis Windows-cTaHIMi Takke CeroqHs BKJIIOYAIOT QYHKLMH MEX-
CEeTeBOro 3KpaHa M MPOAKTHBHOM 3aLUMTHI (KOHTPOJIb 3aIycKa MPHIOKEHHH), a HEKOTO-
pble coZiepXKar elle M cCpeacTBa 0OOHapyKeHHSs aTak.

JInst GonblIMX MPEANPUATHIA CPEABI MOXKHO OTMETHTB M CYry6o KOpIOpaTHBHBIE pelle-
Hus — Hanpumep, Symantec Endpoint Protection (puc. 2.4).
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Puc. 2.4. Symantec Endpoint Protection Manager

CpencTtBa yaaneHHoro agMMHUCTPUPOBaHUA

B kommaHusx cpeaHux M OONBIIMX pa3MeEpOB anMHHMCTpPAaTOpy ropasgo yaobHee
HacTpauBaTh KOMIIBIOTEPBI TMOJb30BaTene ynaneHHo. [lockonbky mnpH ynaneHHoH
HacCTpo#ike aAMHHHCTPATOpy He TpeOyeTcs TMYHO MOIXOAUTH K KOMIMBIOTEPY, 3TO 3HAYH-
TEJIbHO MOBBILIAET ONEPAaTHBHOCTH €ro paboThl U ONTHMH3HPYET MCIOJIb30BaHHe paboye-
ro BpeMeHH.

Jns ynaneHHOro aiMMHHCTPHUPOBAHHA MOXHO NMPHUMEHSATH Pa3jIMYHBIE CPEICTBA, B TOM
yucne . nporokon RDP (Remote Desktop Protocol, npotokon ymaneHHoro pa6Gouero
crona). Taioke noBonsHO momynspHa nporpamma TeamViewer, kotopas 6ecruiatHa i
JIMYHOTO MOoJb30BaHuA (pHc. 2.5).
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Puc. 2.5. Ceanc noanioyexmns no TeamViewer

CpenctBa pe3epBHOro KONMpoBaHUSA

CamMoe cTpallHOe AJA NpeanpUATHa — 3T0 noteps daHHbIX. Ceituac Gonblias yacTe 00-
pabaThiBaeMbIX JaHHBIX XPaHHUTCS B 3JIEKTPOHHOM BHIE M TOJBKO HEKOTOpble M3 HHX
nepeHocsTcs Ha Oymary. '

MIMeHHO no3TOMy Ba)kHa CHCTEMa pe3epBHOTO KOMMPOBAHHUSA, KOTOpas KonupoBana Gbl
HH(OpMaLMIO C CEpBEPOB Ha BHELHEE XpaHUIHLLE. BHellIHee XpaHHIHLLE JOHKHO HaXo-
JAUTBCA BAAIM OT cepBepa — Kak MMHHMYM B ApPYrom nomeileHHd. B cnyuyae noxkapa
B CEPBEPHOH OCTaHYTCS LUAHCHI, YTO YLIEJIEET CETEBOE XPaHHITHLIE.

HenocpeacTBeHHO Ui caMOro pe3epBHOrO KOMHPOBaHHS NMPUMEHSAETCS pa3jIMuyHOe Mpo-
rpamMHoe obecnieyeHne — Hanpumep, Symantec NetBackup unmn Acronis Backup &
Recovery. He cTout 3a6biBaTh M 0 cTaHAapTHBIX cpeacTBax Windows (puc. 2.6) — cuc-
TeMe apxuBauuu naHHeIX Windows Server (Windows Server Backup), uto nossonur He
TPaTHTbCA Ha NpHOOpETEeHHE MNPHIOKEHHH CTOPOHHHX paspaboTunkoB. CyluecTByeT
TalOke BO3MOXKHOCTh Pe3epBHOrO KOMHPOBaHMA B 06Jlako — Heo6XxoauMyro HHQoOp-
Maluio 06 3TOM MOXKHO NMOJTy4YHTB 10 cienymoulei cebuike: https://azure.microsoft.com/
en-us/blog/protecting-windows-server-2016-using-azure-backup/.

ITpu BbIGOpE MporpaMMHOro obGecrneyeHns pe3epBHOrO KOMMPOBAHHUA HYXHO YYHMTHIBATh
CJIEiyIOLINE €ro XapaKTEPHUCTHKH:

J' BO3MOXHOCTH BOCCTAHOBJIEHHMSI BCeH CHCTEMBI C HYJS H HA HOBoe 00opyxOBa-
HHe — MpOrpaMMa pe3epBHOTO KOMHUPOBaHHA JOJDKHA MO3BOJIUTH aAMHUHHCTPATOPY
OBICTPO M MyTEM MPOCTHIX ONepauuii MOATOTOBUTH M BOCCTAHOBHUTh CHCTEMY Ha
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Puc. 2.6. Cucrema apxueauvu gaHHeix Windows Server

HOBOM o6opynoBaHuH. IIoHATHO, YTO MOAOOHBIE cUTyauMH He O6yAyT BCTpeyarbcs

4acToO, HO 3Ta BO3MOXXHOCTH CB€AET K MUHUMYMY BO3MOXXHBIC IPOCTOH;,

O noanepkka HPHEKIANHBIX HPOrpamMM, 3KCIUIyaTHpYeMbIX HA NpeANPHATHH, —
KOpIOpaTHBHasA INpOrpaMma pe3epBHOrO KOMHMPOBAHHA NOJDKHA BBIMOJHATH 3a1ady
COXPaHeHHs JaHHBIX I BCEX MPOrpamMM, KOTOpPbIE HCTONB3YIOTCA Ha MPENpPHATHH.
310 KacaeTcs cepepoB 6a3 NaHHBIX, IOYTOBBIX POrPaMM Pa3IMYHBIX POH3BOAHUTE-

neii, ERP-cucTeM', eciii TakoBbI€ MPUCYTCTBYIOT B CHCTEME, H T. 1.;

e po /
O Bo3mMOXHOCTb CO3AaBaTh rEOKEE rpadEk omepamsii — aJMHHHUCTPATOp HOJDKEH
JOCTaTOYHO MPOCTO HACTPaMBaTh rpadMK MOJHOrO M YaCTHYHOTO PE3epPBHOrO KOIMH-
POBaHHA IJIA KaXIOro MPOAYKTa U ObITh YBEPEHHBIM, UTO B ciiyuae c6os (Hampumep,

" ERP-cuctema (ot anrn. Enterprise Resource Planning System, cHcTeMa MiaHMpOBaHMS DeCypcoB Mpel-
NpHATHA) — 3TO HHTErPUPOBaHHaA CHCTeMa Ha 6asze T aua ynpapieHHs BHYTPEHHHMH M BHELIHMUMH PeCyp-

CaMH NPEANPHUATHA.
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BPEMEHHON HENOCTYNMHOCTH cepBepa) onepauus Oyner MOBTOpeHa uepe3 3aJaHHbIE
MPOMEKYTKH BPEMEHH.

KpoMe Toro, anMHHHCTpaTOp He JODKEH BBIMONHATE HECKONBKO MOCIEN0BATENBHBIX
onepauMii NMpH BOCCTAHORJIEHHH JAHHBIX — MpOrpaMMa JODKHa CaMOCTOATENIBHO
0OBbEAMHATD MOJHBIE U MPOMEXYTOYHbIE KOITMH Ha TPeOyeMblii MOMEHT BPEMEHH;

O BO3MOXHOCTH I'PaHYJISIPHOrO BOCCTaHOBJIEHHS — Ha MNPAKTHKE pe3epBHbIE KOMHH
JAHHBIX YaCTO HMCMOJIB3YIOTCA AJIA TOro, YTOOBI BOCCTaHOBHMTH CIy4aiHO yJaleHHbIE
MOJIb30BATENAMH OTAENbHbIE (aiiibl WIH BEpHYTh HHPOPMALIHIO K MpeAbIayILEMY CO-
CTOAHHIO.

VY no6Ho, ecinu 3Ta PyHKUHOHAIBHOCTh AOCTYITHA CaMHMM IOJIb30BaTENAM, YTOOB!I OHH
He MpHBJIEKAIH aIMMHHUCTPATOPOB Ul PEeLIEHHs TakHX 3a1a4 (KOHEYHO, ¢ HeobXxoau-
MBIM KOHTpOJIEM NpaB AOCTYMa); '

O pa3BHTasi OT9€THOCTb — OTYETHOCTH M0 pe3yJibTaTaM BBIIIOJIHEHHA ONepalHi ABA-
€TCA HEMaJIOBaXKHbIM cBOMCTBOM. BricTpoe nonyuyeHune cBeneHuit o6 ommubkax onepa-
LIMii, O COCTaBe pe3epBHBIX KOMHH, 06 MCNONB30BaHHH 0OBEMOB YCTPOMCTB XpaHEHHUA
MU T. M. [OMOraer aJMHHHUCTPATOpPY I[PHHUMATh BEPHbIE PELIEHUA MO YNPaBIEHHIO
CHCTEMOHM;

0O nmoaaepxka JIeHTOYHbIX OHOHOTEek (ONNMHOHANLHO) — Ha OONBLICH YacTH npen-
NPHATHH ONepalns pe3epBHOro KOMHPOBaHHA BBIMOJHAETCA Ha AHCKOBBIE YCTPOMCT-
Ba. 310 6BICTPO M AOocTaTO4HO AeuieBo. Ho ecnm Tpebyercs XpaHUTh AaHHbIE rOJaMH,
TO B TaKOH CHTYyaLIMM KOHKYPEHTOB Y JIEHTBI HET M ceroiHa. OHaKo MarHMUTHas JieHTa
TpebyeT u ocoboro obpalleHns ¢ Hell: creLHaIbHBIX YCIIOBHI XpaHEHHA, IEpHOAHYE-
CKHX nepeMoTok M T.N. IloaToMy JieHTOYHble GMOIHOTEKH OPraHM3YIOTCA TOJIBKO
B KPYMHBIX OpPraHH3alMAX WIH B CIELIHATH3HPOBaHHBIX LIEJAX;

0O npenyniHkanHf JaHHLIX (ONINHOHAJLHO) — TEXHOJOTHA NEAYIUIHKALUHM MOApa3sy-
MeBaeT HCKIIOYeHHe TyOIHpOBaHHA XPaHHMMBIX NaHHbIX. J[aHHbIe pa3OuBalOTCA Ha
6J10KkH, 11 KOTOPBIX BBIYHCIAETCA Xel-GyHKUHMA. U eciu BBIMOTHAETCA MOMBITKA 3a-
ITMCH HOBOTO 6JI0Ka, KOTOPBIH YK€ COBMANaeT C TEM, YTO XpPaAHHUTCA B CHCTEME (COBMa-
JAIOT 3Ha4eHHA Xell-QyHKUMH), TO BMECTO MOBTOPHOM 3aMMCH BCeX NaHHBIX Gioka
3aMMChIBAaeTCA TOJMBKO yKa3aTellb Ha CYLIECTBYIOLIHE B cHCTEME GJIOKH.

I[enynnm(aum MOXET COKpaTHTh pa3Mep XpPaHHUMBIX OaHHBIX, 0COOEHHO €eclIH IO
PEriaMeHTy pe€3€pBHOr0 KOINTHPOBAHHA TMNPEANIPHATHA OOJDKHO CO34aBaThCA H Xpa-
HHTBCA MHOI'O NMpPOMEXYTOUYHBIX KOIHIA (Hanplmep, €CJIN Tpe6yeTc;1 COXpaHATDh €XKe-
JHEBHBIC KOITHH B TCYCHHEC MeCﬂl.la).

Takne Bo3MOXKHOCTH CHCHH(bH‘leI I KOKO0ro rnpoaykra.

OducHbIN nakeT

Jlro6oMy NpennpUATHIO Hy)XeH MakeT OQHCHBIX MPHIIOKEHHH: TEKCTOBBIH mpoleccop,
3JIeKTpOHHas TabJMLa, CPEACTBO AJIA CO3AaHHA Npe3eHTauui U T. n. Hannune oducHoro
nakera ctaio cranaaprom. IIpu nokynke IIK yxe HHKTO M He 3agyMbIBaeTcs, npHobpe-
TaTh OQUCHBIA MAKET WIH HET, — €ro MOKYNalT BMECTE C ONEPaLMOHHON CHCTEMOIA.
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Tem He MeHee TOT ke PyHKIIMOHAN MOXKHO MOJTYYHTh COBEPIIEHHO GECMIaTHO, MOCKOJIb-
Ky CYLUECTBYET MHOXKECTBO OecriaTHbIX opucHBIX MakeToB. Camble MOMyJIAPHBIE U3 HUX:
Apache OpenOffice, ckauatb kotopsiif 11s Windows, Linux 1 macOX MoxHo no anape-
cy: https://www.openoffice.org/download/, u LibreOffice, koTopsiii A1s Tex ke onepa-
LIMOHHBIX CHCTEM MpenJiaraeTr ckayarb cait https://ru.libreoffice.org/. Hano Taioke or-
METHTB, YTO oducHbIi nakeT LibreOffice BxoauT B coctaB 601bLIMHCTBA JUCTPUOYTHBOB
Linux 1 065I1HO YCTaHaBIMBaETCA MO YMOMYaHHIO BMecTe ¢ ycTaHoBKoi OC.

ITo cocTaBy KOMMOHEHTOB, NOAAEPXKHBaeMbIM QYHKLUHMAM H Jaxe Mo BUAY HHTepdeiica
00a nakera NpakTH4YECKH HAEHTHYHbBI U Pa3/IM4alOTCA JIMIIbL HIOAHCAMH JTHLIEH3HI UX No-
CTaBKH, BIpOYeM, KaK YK€ MOAYEPKHBAIOCH paHee, OECIUIaTHBIX, MO3TOMY Oanee Mbl
paccmotpuM oducHeii naker LibreOffice, B cocTaB KOTOporo BXOIAT clieqyrolixe MpH-
TIOXKEHHUA:

O TtekcroBblit mpoueccop LibreOffice Writer (ananor Microsoft Word);

O penakrop ¢opmyn LibreOffice Math (B makete Microsoft Office ana sTux ueneii uc-
nosp3yeTcs BCTpoeHHbIH 06bexT Microsoft Equation);

O penakrtop pucyHkoB LibreOffice Draw;
O penakrop anekTpoHHbIX Tabnuu LibreOffice Calc (ananor Microsoft Excel);
O penakrop npe3enrauuit LibreOffice Impress (ananor Microsoft PowerPoint).

Hurepdeiic LibreOffice (puc. 2.7) HanoMuHaet uHTepdeiic craporo nobporo Microsoft
Office 2003. Ha Haw B3rnsa, 3toT uHTepdeiic 6onee ynobeH U NMpUBbIYEH MOJIB30OBaTE-
nsaM, yeM uHtepdefic Microsoft Office 2007/2019, U 3TH CTPOKH ceifyac HamHMcCaHbI
umeHHo B LibreOffice.

I {8 bes wmenn 1 - LibreOffice Writer = a X
®aitn [lpaska Bua Bcraska Oopmar Cruam  Tabsvua Oopma Cepeuc Oxvo  Cnpaska o
ig-BH 1808 » B3 I T MO =2-Q =DBVE 0 /08
| Basoawd g Liberation Seri nacgada g id- Y £ ==
z?gzr-:z - : - i3
e ,-.._Ah_;._._;g R T g S R T Pt sy
#a0 LibreOffice X Rl S B S
[} LibreOffice
The Document Foundation
Bepcun: 6.0.1.1 (x64)
1D cSopor: 60bfb15 51cd65abfe6

Notoxos Lrt: 4; OCWindows 10.0, Otpwcoexa Ut GL
Noxane: 1u-RU {ry_RUY; Cake CL

M. ; 60b1526849283ce249 2a51¢465abf

LibreOffice - 370 coBpemenHOe. € OTKPLITHIM KOAOM, NPOCIOR B
WNOALIOBAHMK GPeACTBO 06PABITINN TeKCTOB, ANEKTPOHHBLIX § .
TabMmy, npesexTaumit n 1.0 :
ot npogyxy The D o
Copyright © 2000-2017 yuacTHuen s006auecrea LibreOffice.
LibreOffice 6asmpyetcs na OpenOffice.og.

Yoacomon || g

Crpamuua 13 1 0 caos, 0 cumeonos Banoswi Pyeceni |=ig Do | -

Puc. 2.7. Untepoeiic LibreOffice
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LibreOffice nonnepxusaer popmathsl aaxe camoro nociaegHero MS Office 2019. Bnpo-
yeM, 3/1eCh HE BCE Tak riaako. Eciin Baliy JOKyMEHTBI coepikaT CLiEHapHH, HalTMCaHHbIE
Ha Visual Basic, To BaM Bce e npuaetcs ycraHoBuTh (kynutb) MS Office.

ANeKTpOoHHas noyrta

Ecnu u1d HHAMBHAYaNbHOTO MOJB30BaTENA 4acTO JOCTATOYHO MOYTOBOrO ALIMKA Ha JItO-
60M M3 GecraTHbIX cepBepoB HMHTepHeTa, TO CEpbE3HOCTh MPEANPHATHA MPOABIAETCA H
B HJIWYMH COGCTBEHHOrO MOYTOBOTrO JOMEHA, YKa3bIBa€MOro B NpPaBO YacTH €€ JeK-
TPOHHOTO ajpeca.

Camblii - pocToii crnoco6 opraHW3alMH MOoJOOHOro No4ToBOro oOCy)KHBaHHA 3aKIIIOYa-
eTcs B pa3MElleHHH cepBepa Ha pecypcax HHTepHeT-npoBaiinepa. Ilocne perucrpaunn
COGCTBEHHOTO JAOMEHHOTO MMEHM JOCTATOYHO [OIUIaTHTh elle HeGONbIIyIo CyMMYy H
ohOopMHTH ycIyry noytoBoro obciyxuBanus. [IpenmyiiecTBa Takoro BapuaHTa: HaJex-
HOCTb (peLleHHs MpoBaiifiepa BHIMOIHEHB B OTKa30yCTOHYMBOM BapHaHTe), JOCTYMHOCTb
u3 moboii Toukn UHTepHeTa, BO3MOXHOCTL MpocTeiiell 06paboTku coobuieHuii (Ha-
npuMep, GUIbTPaLUs criaMa U T. I.).

OnHako B mocyiefHee BpeMs OT MOYTOBOrO CepBepa AYT He TOJbko oOMeHa cooblue-
HHUSAMH, HO H NOANEPKKH (PyHKLIHOHATBHOCTH OPraHHW3aLMH IpyNnoBoi paboThl: HATHYHS
KaJleHAapss U BO3MOXKHOCTH ITaHMPOBaHHUs BCTped, OOLIMX ManoK XpaHeHUs COOGILEeHHi
M JIOKYMEHTOB, €IMHBIX CTIHCKOB KOHTAKTOB M T. I. YacTHYHO TakoH (pyHKLIHOHAT MOXHO
pea3oBaTh U Ha GecriaTHBIX MOYTOBBIX ALIMKAaX — HanmpuMep, B nouyte Gmail' MoXxHO
BECTH KaJleHJapb, a €CIH B KayecTBEe KJIMEHTa HCMoib30BaTh obo3peBarens Google
Chrome?, To ¥ mosyyath Ha paGo4Mi CTOJ ONMOBELIEHHA O TNPEACTOALIMX COOBITHAX
UT. N. OgHako Gonee (yHKLHOHATLHBIMHM SBJIAIOTCA JIOKAIbHbIE pELIEHHs, KOTOpbIe
MOJKHO BBIOpAaTh H HACTPOMTH MO KOHKPETHBIE MOXKENaHUA.

Cpeay KOMMepYECKHX pelleHHH U KopropaTHBHOM paboTel MOXHO OTMETHTh Lotus ot
IBM u Exchange Server ot Microsoft.

Cepsep H wideHTsl Lotus npucyTcTByIOT B Bepcusax kak s Linux-cucrem, Tak M s
Windows. OtnuunTensHoi ocobeHHocThio Lotus siBiseTcs nmocTpoeHHe MpoayKTa Kak
pacnpeneneHHoH 6a3bl faHHBIX. B pesynbTare, Hcnone3ys Lotus kak TpaHCMOPTHYIO CHC-
TeMY, MOXKHO JIETKO peajn30BaTh TaKHe NMPHJIOKEHHS, KaK, HallpuMep, Y4eT U perucTpa-
LIMs BXOJALLUEH KOppeCNIOHIEHLINH, 3asBJIEHHH H Mp.

Exchange Server Mo>xHO yCcTaHOBHTh TOJILKO Ha cepBepbl Windows, 1a ¥ ero oCHOBHOIA
nouToBslii kneHT — Microsoft Outlook — Takxke npenHa3Ha4yeH TOJNBKO AJIA CTaLHO-
HapHbIX U MOOWIBHBIX Windows-cuctem. [IpenMyluecTBo 3T0r0 BapHaHTa OpraHM3aLMH
KOpIOpaTHBHOro 06CTyHBaHHA — B WHTErpaLMy Bceit MHHeHkH npoaykroB Microsoft,
obecneunBarowieii eqMHbIA MHTEpdeiic Bcex NPOAYKTOB odHca, THIIOBOE YNpaBieHHE H
JIerkocTb 0OOMeHa JaHHBIMH.

! Gmail (ot Google Mail) — 6ecriaTHbIit CepBHC 3IEKTPOHHOI MOYTHI OT aMepUkaHCkoi komnanuu Google.
[penocrasnser AOCTYNn K MOYTOBBIM ALMKaM 4epe3 BeG-uHTepdeiic M mo nportokonam POP3, SMTP u
IMAP.

2 Google Chrome — 6pay3ep, paspaGoTanHblii koMnanueii Google Ha ocHoBe cBoGoaHoro Gpaysepa.
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H Lotus, n Exchange Server — npomykTbl kOMMepYecKHe, H HX BHEIPEHHE YacTO He Mo
KapMaHy HeOOJIbIUMM NpeanpUATHAM. B To jxe Bpems cyuiecTByeT psaa GecruiaTHbIX Mpo-
IYKTOB, MOA€PXKHBAIOILMX BO3MOXKHOCTH IPYyTIOBOi paboThl, B YaCTHOCTH:

O eGroupware (http://www.egroupware.org/);
Group-Office (http://www.group-office.com);
Open-Xchange (http:/mirror.open-xchange.org/ox/EN/community/);

Scalix (http://www.scalix.com) — GecruiaTHas BepcHs HMeeT HEKOTOphle OrpaHHue-
HHA GYHKLIHOHAJIBHOCTH M0 CPaBHEHHIO C KOMMEPUYECKHM BapHaHTOM,;

Kolab (http://www.kolab.org);
OGo-OpenGroupware (http://www.opengroupware.org/);

. Qa Q

Zimbra (http://www.zimbra.com/);

[ R

Open Source Outlook MAPI Connector (http://www.openconnector.org/).

OnuH M3 aBTOPOB 3THX CTPOK YK€ MHOTO JIET 3KCILUTYyaTHPYET B Pa3/IM4HBIX OpraHH3aLu-
AX cucteMy koprniopathBHOH pa6oTel Zimbra Collaboration Suite Open Source Edition
(ZCS). ApxutekTypa 3TOro NpoayKTa npeacrapjieHa Ha puc. 2.8.

B Zimbra Collaboration Suite Open Source Edition peann3oBaHbl, HarpuMmep, ciemyio-
111e BO3MOXKHOCTH (pHC. 2.9):

O ¢yHkuus JNeKTpoHHAS WOYTA, MMO3BOJIAIOLIAA CO3JaBaTh M OTIPABJATH [OYTOBBIE
COOOLIEHHsA, OTCNIEKHUBaTh CooOLIeHHs ¢ moMolublo pyHkuun Pasrosop, npucoenu-
HATH BJIOXKEHHS, OCYILECTBIATh MOUCK COOOLIEHHH M BIOXKEHHI MO KOHKPETHBIM Xa-
PaKTEPUCTHKAM HIIH YKa3aHHOMY TEKCTY, CO3/1aBaTh COOCTBEHHBIE MANKH M TETH 1JIA
CHCTEMATH3aL{H TOUThI, CO31aBaTh QHIBTPHI IS HAMpPaBIEHHA BXOAALLEH MOYTHI MO
Pa3IMYHEBIM Mankam;

O ¢yHkuns AnpecHasi KHAra, MO3BOJIAIOLIAsA CO3[AaBaTh COOCTBEHHbIE CIIUCKH KOHTaK-
TOB M HCMOJIb30BaTh KOHTAKTHI IMOJb30BaTeNieii W3 CaykObl KaTalorop IOMeHa
Windows;

a Cl)yHl(uHﬂ E’xenlHeBHHAK C BO3MOXXHOCTBIO CO3[IaHHA H ynpaBjI€EHHA HECKOJIBKHMH
€XKECOHEBHUKAMH, I103BOJIMKOLIAsA IJIAHHPOBATh BCTPEYH H c06paHm{, a TarkKe IIpo-
CMaTpHBaTh PACIIMCaHHA 3aHATOCTH APYIrHX M0JIb30BaTEJIEH;

(m] (l)yHl(llPlﬂ 33113'“1, MO3BOJIAKOLIAA CO34aBaTh CITUCKH 33/1a4, YCTaHABJIMBATh HUX IIPHO-
PHTETHI K OTCJIC)KHBATDH BBIINIOJIHEHHE,

O q)yHKlH/UI Ilankn AOKYMEHTOB, IN0O3BOJIAIOLIAA XPAHHTh B [TIOYTOBOM SLLUHKE JOKYMEH-
Thl MOJIB30BATEJIA H MNPEAOCTABJIIATh HX B COBMECTHBIH AOCTyIl ¢ Ha3HAa4Y€CHHEM IIpaB
1A KOHKPETHBIX ﬂOHLBOB&TCJ'lEﬁ;

O ¢yHkuus Ioprdens, no3ponsiowas co3aaBaTh J0KyMeHTH cpeactBaMu ZCS u T. 1.

OTMeTHM TaKKe, YTO Bce MOoYTOBbIe coobiueHns B ZCS npoBepAIOTCA Ha CepBEpE aHTH-
BMPYCHO#M MporpaMmoit M mnporpaMmoii 610kHpoBkH crnama. M Bech 3TOT KOMIUIEKT
¢dyHkuuit abcomoTHo H6ecnareH!
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Hurepdredic noms308atenA

Npunoxexne JavaScript,
3anyckaemoe
8 ofo3pesarene AXTepHeTa

Hnrepdeic amimiHCTP A 0pa

Npunoxewme JavaScript,
3anyckaemoe
8 obozpesarene MHTepHera

CepBep novwibl

ZCS-cepsep

(xpannnuuwe)

Xpatsi e MoeTanaHHbLIX

Cepsep Bas AanHbix
MySQL

FTOBKMONENUR K SRIMUBURYCHLM U
SHMUCNAN-MOOYIBIN

Npanurmme coodmenni

Batmble nomaonJlem

Dannosan cucrema
cepeepa

OpenLDAP

Xpamtmime cHcIeMbl NOMCK

=t

SMTP

Postfix

ANTVEBIGHEIDO N H anmchmm

|

Clamav

-Bpamassassin

Puc. 2.8. Apxutektypa ZCS

K cepenpy coymtes |
KawRe0200

l Lucene

_—
I Pe3epBai0e HOMMPOBaIMe
|> Ha ¢ afinosyio cucreMy
I MNpovoxormpos axne
I> Jlokaneko & Syslog

«Redo» - xypHanu

I MotnTopUHT
|-

?.3 OTnpasnero
B> deprosn & <Bes Tewi> - Full Backup started at: 00:13 Old backups found, .old wet 0
n Cnam : *¢ RECOVERY Host Alert: Terminal-2 is UP ** - 4% N $%k8 ot 13 Hos "
1 Kopawna (196) i T Kevani oo M Q- aocu - Coridia Anescann Do Mose (D __13Hoa . 2
B Qsco temp unknown. | | <pes Tembi> 15 Hospb 20107, 0:31
7
28 netsadup Amin ters w 071 8, “root” <root@maihsva-1.uvz.local> &
B3 netBadap Catalog A
Korey: local; Zimb i sv2-1.uvz.locl; Ful@maluvz-1.uvz focal; Back ahvz-1.uvz.local; Log@mad vz-1.uvz.local; on@maluvz-1.uvz.local;
"malvz-1 uvz local” <malsvz-1.uvz.e@ma vz-1 vz local>
Koren: -smainz: | vz Jocal
B 15-N...6r-2010.txt.g2 (729.4 KB) I@Dymre | Nogrders | Yaanmy
Full Backup started at: 00:13

01d backupa found...old week= 45 current week= 46

/archive/bkp/45_Zimbra_Backup_08-November-2010_FULL.1.dar moved to /archive/old/

/archive/bkp/45_Zimbra Backup_08-November-2010_FULL.1.dar.md5 moved to /archive/old/

/archive/bkp/45_Zimbra_Backup_09-November-2010_DIFF.1l.dar moved to /archive/old/

/archive/bkp/45 Zimbra Backup 09-November-2010 DIFF.1l.dar.mdS moved to /archive/old/ &I]

Puc. 2.9. Npumep se6-uHtepoerica ZCS
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Pa6orate ¢ ZCS no cranmaptHbiM noutoBbiM nportokonaM (POP3, IMAP, HTTP/HTTPS,
SMTP/SMTPS) MoHO nocpeACTBOM JIl0O0r0 MOYTOBOrO KIHEHTA.

CBob6ogHoe nporpaMmMmHoe obecneyeHue

Kak yxe cTano noHaTHO, coBceM Heobs3aTeNnbHO BbIOUpaTh KOMMEpYECKOe MPOrpaMMHOE
obecneyeHHe. MOXKHO HEIUIOXO C3KOHOMHTB, €CJIH HCHOJIb30BaTh OecIulaTHbiE aHalo-
', — HHUKaKHX MpobieM ¢ JIMUEeH3HAMH U BUpYCaMH (pa3Be 4TO BAPYT KOMY-TO 3aXO4eT-
€S CKayaTh HEJTMLIEH3HOHHBIE MPOrpaMMbl C MMUPATCKHUX PECYPCOB).

B Tabn. 2.2 npuBeneH cnucok HEKOTOpbIX 6ecnnaTHeiX nporpamm. B GonbuIMHCTBE ciy-
yaeB cBOOOHOE MporpaMMHoe obecrieyeHHe ABIAETCA KpOCcC-MIaTGOpPMEHHBIM, T. €. Cy-
LIECTBYIOT €ro BepcHH kak ans Windows, Tak U 1uia Linux, 4To Mo3BosiseT C3KOHOMHTD
HE TOJIbKO Ha MPHKJIaJHOM MpOrpaMMHOM obecreyeHHH, HO ¥ Ha CHCTEMHOM — Ha ca-
Mo# onepaLMoHHOI cucTeMe. Bbl MoxeTe ycTaHOBHTh Ha HEKOTOPBIX pabo4YHX CTaHLIMAX
Windows (rae no ycnoBusam paboTbl TpeOyloTcs mporpaMmbl, s koTopbix HeT Linux-
aHAJIOroB), a Ha ocTanbHbIX — Linux, 1 nMpH 3TOM NoJsib30BaTeNH, HECMOTPA Ha pa3Hble
OC, 6yayT ucnosnb30BaTh OAWHAKOBOE rporpaMMHoe obecnieyeHune: OpenOffice, Firefox,
GIMP u. 1.

Tabnuya 2.2. MNepeyeHb Hekomopbix 6ecnnamusix npozpamm onsa Windows

HasBaHue u cooTBETCTBYIOWUA CaUT Onucaunune

LibreOffice, https://ru.libreoffice.org/ MonynapHbIA 0PUCHDIA NakeT, BKNKOYAOWWIA TEKCTO-
BbliA NpoLeccop, ANeKTPoHHy Tabnuuy, cpeacTea
ANA CO30aHUA Npe3eHTauuit u pabotbl c 6azamu
AaHHbIX. ABnaeTcA aHanorom Microsoft Office u nog-
AepxusaeT popmMaTbl AokymeHToB Microsoft Office

Firefox, https://www.mozilla.org/ru/firefox/ BecnnaTtHble 6pay3epbl, ABNAWMECA CaMbIMK

Google Chrome nonynapHbIMU Gpayaepamu B MUpe U AOCTYNHbIE
https://www.google.ru/chrome/?hl=ru ANA PasHbiX ONEpPaLNOHHBIX CUCTEM
GIMP, https://www.gimp.org/ MouwHbIi rpacuyeckuit peaakTop, MHorve nonb3osa-

Tenu cuuTaloT ero aHanorom Adobe Photoshop,
NOCKONbKY C €ro NOMOLWbK MOXHO PeLnTb Te Xe

3apaqu
ImageBurn, http://www.imgburn.com/ BecnnaTtHble NnporpamMMbl ANS 3aNUCK, KONUPOBAHWUA
InfraRecorder, http://infrarecorder.org/ CD- n DVD-auckos. MNporpammbi Takke pabotatoT
¢ ISO-06pa3samu guckos
NanoCAD, http://www.nanocad.ru/ BecnnatHas CAMNP-nnatgopma Ans pasnuyHbix
oTpacnew
FreeCommander, [llsyxnaHenbHbivi anoBbli MEHEAKEP, CO3AAHHDIN
https://www.freecommander.com/ no o6pa3sy 1 noao6uio LWIMPOKO U3BECTHOrO B HeAaB-

Hem npownom Norton Commander

7Zip, https://iwww.7-zip.org/ ApxusaTop, noaaepxusatowmii popmatbi: ARJ,
CAB, CHM, CPIO, DEB, DMG, HFS, ISO, LZH,
LZMA, MSI, NSIS, RAR, RPM, UDF, WIM, XAR n Z

CCleaner, https://www.ccleaner.com/ru-ru O4yeHb MOUWHAA NporpamMma ANs YUCTKU peecTpa
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Tabnuua 2.2 (oxoHyaHue)

Ha3aBaHue u cOOTBETCTBYIOWUNA CaANUT

OnucaHue

Avast Free Antivirus, https://www.avast.com/

AVG, https://www.avg.com/ru-ru/
free-antivirus-download

Avira, https://www.avira.com/ru
PCTools Antivirus, https://us.norton.com/

BecnnaTHbie aHTMBMPYChI, BNONHE CNOCoGHbIE 3ame-
HUTb KOMMEpYeckue NpoAayKTbl. BecnnaTHbl He ToNb-
KO CaMK Nporpammbl, HO U OGHOBNEHWA aHTUBMPYC-
Hbix 6a3. Mbl pexomeHayem Ha Windows-koMnblo-
Tepax ucnonb3osaTb Avast kak Hanbonee
ONTUMaNbHbIA NO NPOU3BOAUTENBHOCTU aHTUBUPYC

ZoneAlarm, https://www.zonealarm.com/

MexceTeBoi akpaH ANA NUYHOrO UCNONb30BaHUA

COMODO Internet Security,
https://www.comodo.com/

Cucrema o6ecneveHuns 6e3onacHocTu, cocTonLyan
M3 aHTUBMPYCA U MEXCETEBOro 3kpaHa

PDF creator,
https://sourceforge.net/projects/pdfcreator/

PDF converter, https://www.dopdf.com/

MporpaMmMbl ANA KOHBEPTUPOBAHUA AOKYMEHTOB
no6oro ¢popmara B popmat PDF. Mossonsior
obonTuch 6e3 nporpammbl Adobe Acrobat

Babiloo, http://babiloo-project.org/
GoldenDict, http://goldendict.org/

Mporpammbl ANA nepeBoaa Tekcra

Inkscape, https://inkscape.org/

PepakTop BekTopHOMn rpadukmn, cnocobHblin 3ame-
HWUTb Nporpammbl lllustrator, Freehand, CorelDRAW

Collabtive, http://collabtive.o-dyn.de
dotProject, http://www.dotproject.net

eGroupWare,
https://www.egroupware.org/en/

 Aap.

NO ans ynpasnexus npoektamu. MopgaepxusaeT
ynpaeneHue pecypcamu, o6meH coobLyeHuamm
MT. A

SugarCRM,
https://www.sugarcrm.com/crm/
community/sugarcrm-community.htmi

BecnnaTHas Bepcus KOMMEPYECKOro nakeTa ynpae-
NEeHUA OTHoLEeHnAMU ¢ knueHTamu (CRM) — nuw-
HWA NoBOA C3KOHOMUTL Ha Microsoft Dynamics CRM

Alfresco, https://www.alfresco.com/

Cuctema ynpasneHus aokymeHtamu (Enterprise
Content Management)

BbasoBble cBeaeHun o paborte B *NIX-cucremax

TpyaHo cebe npenactaBUTe HHGOPMALIMOHHYIO CHCTEMY MpEAnpHATHA 6e3 cepBepoB, pa-
6otatommx nox ynpaeineHneM UNIX-monoOHo# onepauuoHHo# cuctemsl. Eme 651 —
UNIX n3HayabHO MpOEKTHPOBAIACh I CEPBEPOB, H CEpBEphl paboTaloOT Moj ynpasiie-
HueM UNIX u ee BapuantoB ¢ 1971 roga. Yero He ckaxemb HH 06 OOHOH M3 ApYrux
OMNepaLMOHHBIX CHCTEM. '

Linux-mudbl

CoobuiectBo OpenSource (T. €. mporpaMMHOro oGecre4eHns ¢ OTKPBITBIM H GecruiaTHo
pacrpocTpaHAeMbIM HCXOIHBIM KOIOM) GYKBalbHO NMepeBepHyYI0 MHP HHGHOPMALIMOHHBIX
TexHonoruit. 1 3t0 He yauBHMTENnBHO — coBpeMeHHble OpenSource-nporpamMMsl Gec-
IUIaTHBI M MO (PYHKLMOHATy HHYEM He OTIMYalOTCA OT KOMMEpYeckHX coOpaThbeB, KOI
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KOTOPBIX 3aKPpbIT, BCJIEACTBHE YE€ro MOryT BO3HHKATh NMOAO3PCHHS Ha HAJIMYHE B TAKHX
NnporpaMmMax BCAKOro poaa «3axKjiaaor).

B at10it kHHre He 6yzer monHoro pykoBoAacTBa nmo pabore ¢ Linux. Takux pyxoBoacts
HaMmMCaHO HEMaslo, B TOM YMCJIE H aBTOpaMH 3Toi kHHrH. OfHaKo paHee ObLIO cka3aHo,
YTO CHCTEMHBbIH aMHHHCTPATOp JO/DKEH XOTA Obl MOBEPXHOCTHO OPHEHTHPOBATHCA BO
BCEX CHCTEMAX M TEXHOJIOTHAX, MPHMEHAEMBIX Ha NPEANpPUATHH. BnionHe BeposATHO, 4TO
3Ta KHUra MOJXKET MOMacTh B pyKH aJIMHHHCTPATOpPY, KOTOPBIH BCIO XH3HB paboTa ToJb-
KO C CEpBEPHBIMHM H HAaCTOJNBLHBIMH BepcHaMH Windows, a Ha o6ciyHMBaeMOM MM Mpen-
NIPUATHH Ucnob3yeTcs Linux — xots 661 Ha ceppepe. [IoaToMy ceifyac Mbl OCyLLIECTBUM
KpaTKHii akckypc B MHp Linux.

He Hy>HO 60aThCa Linux. MHorue cuuraror Windows BEHLIOM pa3BHUTHA ONEpaLMOHHBIX
CHCTEM TOJILKO MOTOMY, YTO He paboTanH C APYrHMH ONEPaLHOHHBIMH CHCTEMaMH.
B3ate Ty ke macOS — no MHEHHIO MHOTHX, OHa ropasio Jy4lle, 4YeM HacToJIbHbIE BEp-
cud Windows. A Bel 3Haere, 4yto y Hee UNIX-kopHu? Ecnu Bel HUKOTAa He CTalKHBa-
sck ¢ macOS, To Gynere yauBieHbl 3TOMy (aKTy.

B kayectBe cepBepHoii onepaunoHHo# cucrembl UNIX nossunace B koHue 1960-x ro-
noB. B To Bpems HUKkTO He 3Han HU 0 Windows, HH 0 macOS, HH 0 kakHX-THO0 ApYrHX
onepalHoHHbIX cucTeMax. A BoT UNIX B Tex WM HHBIX HHKapHaLMAX AOXKWIA OO Ha-
LIMX JHEH.

'é Webmin 1,740 Ha cyb x
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Linux — HecnoxxHas onepauuoHHas cuctema. B Heii Tak ke, kak 1 B Windows, npucyT-
CTBYIOT rpaduyeckmii HHTepdeic U rpapuyecke KOHPUrypaTophl, yNpoLIaoLIHe Mpo-
uecc Hactpoiikn OC, 4To 0COOEHHO aKTyalbHO M1 HauYMHAKIIMX aJIMHHHCTPAaTOpPOB.
IIpoaBHHYTHIE XK€ aqMHHHUCTPATOPHI MPENNOYHTAIOT aIMMHUCTPHPOBaTh Linux-cepBepsl
ynaneHHo: wiu no SSH, unu c ucnonb3oBaHHeM BeG-uHTepdelica — 0ObIYHO 3TO
Webmin (puc. 2.10).

HapexHocTb Linux n Windows

Kakas cucrema Hanexnee? OpHo3HayHo — Linux. Yk noBepbTe agMHHHCTpaTopam
¢ MHoroJieTHUM omnbiToM. CepBepbl Ha 6a3e Linux pa6oTaloT no npHHUHMMY: YCTAHOBHI H
3a0pu1. CepBep MOXET HallOMHHTB O cebe JIMIIB B ClIy4yae BBIXOZA M3 CTPOSA (OKeNe3a» —
HarnpuMep, NPH OTKa3e KECTKOro JUCka MK 6JI0ka MUTaHMS.

Jlna Linux cama nepe3arpyska cHCTeMbl ABJISETCS HelUTaTHOH cuTyaumedi. Takoe spie-
HHe, KaK (parMeHTaLus MaMATH, U3-32 KOTOPOH B HEKOTOPBIX NPYrHX ONEpPaLMOHHBIX
CHCTeMax MpPOUCXOaHT ekt TopMokeHHs, B Linux npakTuueckun orcyrcTyer. bnaro-
Japs 3TOMy KOMIIBIOTephbl Noj ynpasineHueM Linux moryt pabotate monrue Mecsiusl M
roabl Ge3 mepesarpy3ku. B upeane nepesarpyska/BbikiodeHde Linux ocyuuecTBisercs
TOJIBKO B CBA3M C 06CITy)KMBaHHEM 000pyIOBaHHUA.

3roro He ckaxemwb o Windows, KOTOpyIO HHOrja HY)HO Tepe3arpyaTb 110 HECKOJIBKY
pa3 B JeHb, YTOOBI OHa He MoATopMaxkuBana. KoHeyHo, HaJeXHOCTh CEpPBEPHBIX BEPCHI
Windows Bbllle, 4eM HacTONBHBIX, HO MOCMOTPUTE Ha BETYLUMX BEHAOPOB, Npeasararo-
IIMX FOTOBBIE CepBepHbIe pelieHHs. MHoro M BBl HaiineTte cepBepoB, paGoTaroLIMX MOx
ynpaenenneM Windows Server? B 6onblIHHCTBE cyyaeB MpeanaraeTcsi OAMH H3 BapH-
anroB Linux (Red Hat Enterprise Linux, SUSE Linux u ap.) nimn kakoi-To co6cTBEHHBIH
auctpubyTus Linux. Tak uto pe3ynbTar, kak FOBOPHTCS, HATHLIO.

Koneuno, npu Beibope OC na cepBepa Hy)XHO YYMTBIBaTh pelaemeie 3agaun. Ho o6
3TOM Yy>Ke rOBOPHJIOCH paHee.

Heckonbko MOMEHTOB,
O KOTOPbIX cneayeT 3HaTb Nonb3oBaTenaMm Linux

Aiapo u AncTpubyTuBLI

Ora KHHra, KaKk OTME4aJloch M paHee, MOCBAllleHa He Linux, HO Bce-TakH Koe-4To 371ech
6yner ckazaHo 06 3ToH onepalMOHHOH cHcTeMe — B paMkax obuiero pa3utus. Eciu
BaM HY)XXHa JOMOJIHUTENbHas MHpOpMalMA, BBl cMoxkeTe HaWTH ee B HHTepHere M
B IPYrMX KHHrax, nocpsileHHsIx Linux (Hanpumep, B kHure [I. KonucHnuyenko «Linux.
Ot HoBHuKa K npodeccHoHany» (7-e uzn.) usnarensctea «bXB-Ilerepbypr»').

Hrak, uro e npencrasnser coboit onepauuonHas cucrema Linux? Cama Linux — 3to
Tonbko Aapo. AuctpubytuB Linux — 3710 yxe u sanpo, u nporpammbl. Snpo Linux —
OIHO M TO )€ IUIA BCeX AUCTPUOYTHBOB, pa3Be YTO MOTYT OTJIMYAThCA ero BepcHu. Yer-

! Cm. https://bhv.ru/product/linux-ot-novichka-k-professionalu-7-e-izd-pererab-i-dop/.
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Hble BepcuH (2.6, 3.0 u T. 1.) — crabuinbHble, HeueTHsble (2.5, 3.3) — skcrnepUMeHTalb-
Hble. DKCMEpUMEHTaJIbHble BEPCHH MpeqHa3Ha4YeHbl TOJIBKO JAJIS S3HTY3HAaCTOB, HX HeJb3s
HCMOJIb30BaTh Ha MPOM3BOACTBE: HU Ha cepBepax, HU Ha pabouMX CTaHLMAX.

Pa3nuunbix  auctpubytBoB co3maHo MHoro: Fedora, CentOS, Debian, Ubuntu,
OpenSUSE, Slackware, Denix, ALT Linux, Mandriva u T. 1. OHH NOABJAIOTCS U «YMH-
patoT» Mo TeM HWJIX HHBIM NPHYHHAM.

®daunosan cucrema

B Linux ucnone3yercs cobcTBeHHas ¢aiinosas cucteMa, 1 u3-nog Windows Bbl He cMo-
)KeTe MPOYMUTATh CoepXHMoe pa3zenoB Linux 6e3 yCTaHOBKHM CeLMaJbHOrO MporpamMm-
Horo obecnedenus. Taioke B Linux npemycMoTpeHa cTporas CTpYKTypa pa3MelleHHs
uHpopMauun. Hanpumep, Bce nonb3oBartenbckue ¢alibl XpaHATCS TONLKO B pa3jee
/home/<umsa_npocpuns>. [lons3oBaTens He MOXET co3aTh B KOpHE QUCKa CBOM Manku U
XPaHHUTh TaM JaHHbIE, Kak 3TO MOXkHO B Windows.

MakcumanbHas [uinHa UMeHH ¢aiina B Linux — 254 cumBona. iMs Moxer comepxatb
mobble CUMBOJBI (B TOM YHCIIE M KHPHILIHLYY), KpoMe ciemyrommx: /\ ? <> * « |. Ho ku-
pwuIMLy B UMeHax ¢ainoB Linux Mbl 6b1 He pekoMeHaOBaIH BoBce. BripoueM, eciu Bbl
yBepeHbl, uTo He Oyznete 3TH daiinsl nepenasate Windows-nonb3oBatensm (Ha ¢ureltke, no
9NIEKTPOHHOH MoyTe), Ucnonb3yite As cebs Ha 3mM0poBbe. A MpH obMeHe ¢aiinamu no
9NIEKTPOHHOH MoyTe (KOAMPOBKA-TO y BCeX pa3Has, NMO3TOMY BMECTO PYCCKOA3BIYHOIO
MMEHH MOJIb30BaTellb MOXET YBHIETh abpakanabpy) M ¢aiina sy4iie nucath JaTHHULIEH.

Pa3peneHue 3neMeHTOB MyTH OCYLIECTBISETCA CUMBOJIOM / (npsMoii crei), a He \ (06-
paTHbIi cnewr), kak B Windows.

Jlns kaxxporo karanora M ¢aiina Bel MOXeTe 3a1aTh npasa goctyna. TodHee, npaBa goc-
Tyna aBTOMaTH4eCKH 3a/1al0TCs NPH CO3JaHUM kaTanora/daiina, a BaM npu HeoO6XoauMo-
CTH MOXHO UX M3MeHUTb. Kakasa Moxer 6bITh Heo6xonumocTh? HanpuMmep, BaM HykHo,
4TOOBI K BalleMy ¢ailly-0T4eTy CMOIJIH MOJYYUTh AOCTYN MOJIb30BAaTENIM — 4YJeHbl Ba-
wed rpynnel. My Bbl co3aany oObI4HBIH TeKCTOBBIH (haiin, comepxaluidi MHCTPYKLUH
KOMaHAHOro MHtepnperaropa. Uro6el aToT daiin cran CLEHapHeM, BaM HYXHO yCTaHO-
BUTb [IPaBO Ha BBINOJIHEHHE [J1s 3TOTO (afina.

CyLiecTByIOT TpH Npasa JOCTymna: YyTeHue (r), 3anuck (w), BhINOJNIHeHHe (x). Jins karanora
NpaBo Ha BBINOJIHEHHE 03Ha4aeT MPaBo Ha MPOCMOTP COAEPXKHUMOro KaTanora.

Bbl MoXxeTe ycTaHOBMTH pa3Hble MpaBa OOCTyna [uis Brajgenbua (T.e. ans cebs), mns
rpynnsl Bnagensua (T.e. AJs BceX MoJib30oBaTeNed, BXOAAIUMX B OAHY C BiajenbLeM
rpynny) ¥ 1y Mpo4yux mnonb3oBateneil. [lonp3oBatens root MOXET MOMYYMTH JOCTYI
Kk o6omy ¢aiiny WiH katanory BHe 3aBUCHMOCTH OT MpaB, KOTOPBIE Bbl YCTAHOBHJIH.

YT1o6BI NPOCMOTPETH TEKYILHUE MPaBa JOCTYMNa, BBEAUTE KOMaHIY:
1s -1 <umsa ¢anna/xkarangora>

Hanpumep,

1s -1 video.txt

B oTBeT nporpamMma BbIBEET CJIEAYIOLLYIO CTPOKY:
-r--r-----"1 den group 300 Apr 11 11:11 video.txt
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B 3T0# cTpOke pparMeHT: -r--r----- ONMHUCHIBAET MpaBa JOCTyNa:

O nepBbiii CHMBON — 3TO npusHak kamanoza. Ceiiuac nepen Hamu ¢aiin. Ecnu 6bl ne-
pen HaMH ObUT KaTasor, To NepBbIi CHMBOJ 6bLT 661 CHMBOJIOM d (OT directory);

O nocnenyoliye TpH CUMBOJIA (r--) ONpenesAoT npasa 0ocmyna eénadenvya gaiina unu
kamanoea. TlepBblii CHMBOJ — 3TO YTE€HHE, BTOPO — 3aNHCh, TPETHII — BBINOJIHE-
Hue. Kak MOXKHO BHIETB, BIaJieblly 31€Ch pa3peLieHO TOJNIBKO YTeHHe 3Toro (aiina,
3aMMCh U BBINOJHEHHE 3ampelleHbl, MOCKONbKY B MpaBax JOCTYNa PeKHUMBI w U x He
OIpeAENIEHBI;

O caenyouue TpH CUMBOJA (r--) 3a0al0T 1pasa oocmyna Ona YieHo8 2pynnbvl 61aoeb-
ya. TIpaBa TakHe e, KaKk M y BJafie/ibLia: MOXKHO YMTaTh (aiii1, HO HeNb3 H3MEHATD
WJIH 3aIyCKaTh; :

O mnocneaHHe TPU CHMMBONA (---) 3aJal0T npasa 0ocmyna OnNA NPONUX Noab3oeamenei.
IMpoune nonp3oBaTenM HE MMEIOT MpaBa HU YHUTaTb, HU M3MEHATb, HH BBIMOJIHATH
¢aiin. Ilpy nmomeiTKe MOMYYHTh AOCTYN K (paiily OHM YBMIAT coollueHHe Access
denied.

lPUMEYAHHE

Mocne npaB AocTyna komaHAa 1s BLIBOAUT UMA Bnaaensua danna, UMA rpynnbl Bnagens-
ua, pasmep caina, Aaty U Bpems Co3faHuA, a Talke UMA danna.

IMpaBa moctyna 3amaroTcs KOMaHION chmod. CymiecTBylOT OBa crocoba yka3zaHUA MNpaB
JOCTYNA: CUMBOAbHBIN (KOTAA YKa3bIBAIOTCA CUMBOJIBI, 3a/1af0LIMeE MPaBO AOCTYMNA: r, W, x)
U abconomuul.

Tak yx 3aBeneHo, yro B Mupe UNIX uaie nons3yrorcs aGcomoTHbIM MeTonoM. Pa3Ge-
peMcs, B YEM OH 3aKJIIOYAETCA, M PACCMOTPUM clieqyroluii Habop npaB OCTymna:

rw-r-----

-

3toT Habop mMpefoCTaBiseT Biadenblly MpaBo YTeHHA W Moaudukauuu ¢aiina (rw-),
3amyckaTh ¢aiin Biagenew He MoxkeT. UieHsl rpynmsl BiafeibLia MOTYT TOJbKO MpoO-
cMaTpuBath (aiin (r--), a Bce OCTalbHbIE MOJb30BaTENH HE UMEIOT BOOOLLE HHUKAKOro
JocTtyna K aity.

Teneps pasz6epeM oTaenbHBIH HaGOp NpaB — HanpHMep, [UIA BIaAENbLA: rw-.

YreHne pa3pellieHO — MBbICJIEHHO 3alMChiBaeM |, 3amuch paspellieHa — 3amoMHHAEM
ewle 1, a BOT BBIMOJIHEHHE 3aMpeliieHo, mo3ToMy 3anoMuHaeM 0. [Tonyyaercs yucno 110.
Ecnu u3 ABonyHo# cuctemsbl nepeBecTd yucio 110 B BocbMepHYHYIO, MOTYYHTCSA YHMC-
JI0 6. 11 nepeBoia MOXKHO BOCHOJb30BaThcA Tabm. 2.3.

Tabnuya 2.3. lNpeobpa3oeaHue yucen u3 080UYHOL cuCMeMbl 8 0CLMEPUYHYIO

BocbMepuyHan y Bocbmepuynan
[eounynan cucrema ENCTOWE [eonyHan cuctema P iy
000 0 100 4

001 1 101 5
010 2 110 6
011 3 111 7
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AHaIOrMYHO TNpoM3BeaeM pa3bop mpaB AA WIEHOB rpynmbl Biagenbua. [lomyunrcs
asouuHoe 100, T. e. BocbMepuuHoe 4. C TpeTbuM HabopoM (---) Bce BoobLue npocTo —
ato 000, T. e. 0.

3anuceiBaeM MONy4YeHHBIE YHCJIa B BOCBMEPHYHOM CHCTeMe B MOpAJKe: Biajelew-
rpynna-octanbHeie. [Tomyunres yucno 640 — 310 M ecTh aGCOMOTHBIN BAPHAHT 3aMHCH
npas gocrtyna. s Toro 4To6bl YCTAHOBHTh 3TH NPaBa JOCTYIA, BHINOJIHUTE KOMaHY:

chmod 640 <mma_daina>

Hau6onee NomyJIApHBIC IpaBa N0CTyMNa:

0O 644 — BnapgenbLy MOXKHO YHTaTh U M3MEHATH (aiil, OCTAIBHBIM MOJIb30BATEIAM —
TOJIBKO YHUTATh;

O 666 — 4unTaTh M MU3MEHATH (paiiyl MOXKHO BCEM IOJIb30BATEIAM;
O 777 — BceM MOXHO YHTaTh, U3MEHATD M BBHIMOJIHATH (aii.

HHorna cuMBonbHBIA MeTox okaspiBaeTcsa npoue. Hanpumep, y Hac ectb aiin script,
KOTOPBIH HY)XXHO ClIeJIaTh MCTIONIHUMBIM, — U 3TOr0 MOXXHO NIPUMEHHTH KOMaHITY:

chmod +x script

Jna Toro 4To661 CHATH MPaBO BBIMOJIHEHHUA, YKA3bIBAETCA MAPAMETP -x!

chmod -x script

INonpo6GHee 0 CUMBOJIBHOM METOZE Bbl CMOXKETE MPOYMTATh B PYKOBOACTBE MO KOMaH[e
chmod, BBINOJIHKUB B TepMHHale Linux KOMaHAY: man chmod.

MouxTupoBaHue pannoBou CUCTEMbI

B Windows ctout BaM oTkpbiTh IIpOBOAHMK, M BB cpa3y ke YBHAMTE Bce (aioBbie
cuctemsl Baiero ITK — kak cTalMOHApHBIX JKECTKUX IMCKOB, TAK U CMEHHBIX HOCHTe-
neit. McxmoyeHns cOCTaBIAIOT CHTYalMH, KOr/ia ofHa U3 (ainoBbIX CHCTEM CKpHITa IO-
CPEACTBOM peecTpa.

B Linux, 4ToGsl yBHAeTh comepkxumoe (aityioBoii CHCTEMBI, OTIMYHON OT KOPHEBOM, ee
CHayaja Hy)>HO noomonmuposamb. B pesynbrare MOHTHpOBaHMs (aiinoBas cuctema
CTaHEeT NOCTYIHON Yepe3 moyxy Mowmuposanul — CIELMATBHBIA KaTalor, yka3aHHBIA
NPH MOHTHPOBaHHH. MOHTHPOBAHHE OCYIUECTBIAETCA MM BPY4YHYIO (C MOMOIUBIO KO-
MaHIbl mount), WK MPH 3arpy3ke CUCTeMBI (depe3 (aiin /etc/fstab U aiinel koHPUrypa-
MM systemd), HJIH aBTOMaTH4eCKH (C MOMOILBIO JEMOHA automountd HIIM aHAIOTHYHOTO).
O6pi4HO (paiinoBas cucTeMa MOHTHpYETCA K OJAHOMY W3 MOAKATalIOroB karaiora /mnt
(unu /media — 1A CHEMHBIX HOCHTENIEH B HEKOTOPBIX AUCTPHOYTHBAX), HO H3MEHHB MITH
napamMeTp KOMaHAbl mount, WM KOHPUrypalHOHHbIE (aiinbl CpeACTBa aBTOMaTHYECKOro
MOHTHPOBaHHA, Bbl MOXKETE MMOIMOHTHPOBATH €€ K JIIoOOMy ApyroMy KaTaiory.

KoHconb u rpachuyeckuin pexum

ITo yMonuaHMIO B COBpEMEHHBIX AMCTPHOYTHBAX NPH BXOAE B CHCTEMY 3aIlyCKAaeTCA rpa-
¢dHYECKHil MEHEDKEp PETHCTpPALMH, B OKHE KOTOporo Tpebyercs ykaszaTh UM MOJb30Ba-
TeJIA U Napoib.
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IMocne 3Toro 3arpy3uTcs yCTaHOBJIEHHas B BallleM JUCTPUOYTHBE MO YMOTYaHHIO rpadu-
yeckan cpena — o6b1uHO 310 KDE nnu GNOME. KoHeuHo, MoxxeT ObITh 3arpyxeHa u
kakas-nmubo npyras rpaduueckas cpema mo BaueMy BeiGopy. [lns 3TOro Hago Haxarb
COOTBETCTBYIOLIYIO KHOMKY BBIOOpa THIIa ceaHCa, MMEIOLIYIOCA B OKHE PEerMCTpaLH.
B 3aBucuMocTH OT AMCTpHOYTHBa OHa MoxceT Ha3biBaThcsi ThHm ceamca win Ceamc
(8 Fedora u HeKOTOpBIX JApyrux QUCTpUOYTHBAX), a MOXKET ObITh NpeacTaBieHa rpaguye-
CKO# MMKTOrPaMMOI1 WITH CITHCKOM.

HecMoTps Ha To yTto Linux 3amycTHnace B rpaduueckoM pexxume, B J1i060€ Bpems Bbl
MOXETEe MepeTH B KOHcoNb. [N 3TOro HaKMHMTE KIaBHAaTYpPHYIO KOMOHHaLMIO
<Ctrl>+<Alt>+<Fn>, rne n — HoMep koHconH (ot 1 mo 6). To ectb 4TOOBI NMEpeiTH Ha
NEepBYI0 KOHCONb, HYXXHO HaxaTh <Ctrl>+<Alt>+<FIl>, Ha BTOpylo — <Ctrl>+
+<Alt>+<F2> u T. 1. OOpaTiTe BHUMaHHE, YTO TaK MOXHO TIEPEHTH B KOHCOJIb TOJBKO
n3 rpaduyeckoro pexxuma. Ecnu Bl y)ke HaxoauTech B KOHCOJH, TO Ul NMEPEKTIOYEHHA
MEeX Ty KOHCOJIAMH CIyxaT KoMOMHauuH KiaBull <Alt>+<FI1> ... <Alt>+<F6>, a Takxke
<Alt—+<F7> — nia Bo3BpaTa B rpadMYECKHIi pexcHM.

Tlpu BBONE KOMaHN (KaKk B KOHCOJIM, TaK M B TEPMHHaIe — rpaguyeckoM 3MyJATope
KOHCOJIH) paboTaeT aBTOMaTH4eCKoe JOMOTHEHHE KOMaHbl. BaM Hy)HO BBECTH Hayaib-
Hble OyKBBI KOMaH[Bl U HaXkaTh kKiaBuuly <Tab>, mocie Yero cMcTeMa NMpeIoKHUT BaM
JnoctynHele BapuaHTel. HaGop koMaHA 3aBMCHT OT YCTaHOBJIEHHOTO MPOrpaMMHOIO
obecreyeHHs U Ha pa3HbIX KOMITBIOTEPaX MOXET OBITh pa3IM4HBIM.

Komanpae! B Linux, kak 1 MeHa ¢ainoB, YyBCTBUTENbHBI K PETHCTPY, T. €. KOMaHIBI CP H
cp — 3TO pa3Hble KOMaHBI.

Monb3oBaTens root

Linux, kak 1 UNIX, sBnserca MHOro3agayHoi MHOTOMNOJIb30BaTENIbCKON ONMEpaLMOHHOM
cUCTeMOii. DTO 03HAaYyaeT, YTO B OAMH MOMEHT C CHCTEMOM MOryT paboTaTth HECKOJIBKO
MOJB30BaTeNei U KaXIBIA MOJIb30BATENh MOXKET 3aIyCTUTh HECKOJIBKO NMPHUIIOXKEHHH.

IMonb3oBaTens root obnamaer B cHCTeME MaKCHMaIbHBIMH NMOJIHOMOYHAMH — CHCTEMA
MOJIHOCTBIO MOJBJIACTHA 3TOMY nonb3oBatento. Jliobas ero komanna 6yner 6e3oroBo-
PO4HO BhINOJIHEHa cucTeMOH. [ToaToMy paboTaTe moa HMEHEM NONb30BaTENA T00t HyX-
HO C OCTOpOXKHOCThIO. Beerna mymaiite o ToM, uto cobupaerecs caenars. Ecnu Bbl na-
IUTEe KOMaHIy Ha yIaneHue KOpHeBoi ¢aiinoBoii cuCTEMBI, CHCTEMA €€ BBIMOIHHT. Ec-
JIM )K€ BBl MOMNBITAETECh BBIMOJIHHTDL ONPEIECICHHYI0O KOMaHAy, 3aperuCTPHPOBaBLUIHCH
MoJ MMeHeM OOBIYHOro MOJIb30BaTelNf, CHCTEMAa COOOIMT BaM, YTO y Bac HET Ha 3TO
MOJIHOMO4HH.

Ctpyktypa nanok Linux

daiinopas cucteMa moboro ucTpubyTHBa Linux conepikuT cnemyoune KaTanoru:
O /— KOpHEBOi KaTaor;

O /bin — comepXHuT CTaHOapTHbIE nMporpamMMsl Linux (cat, cp, 1s, login M T. 1.);

O /boot — KaTaNoOr 3arpy3uMka, conepXHr obpassl aapa u Initrd (RAM-micka mHmumMam3a-
LIMM), MOXXET COfiepXkaTh KOH(HIypaLMOHHBIE M BCTIOMoratesbHble daiinbl 3arpy3umKa;
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/dev — conepxHT ¢aisibl yCTPOACTB,;
letc — coaepHT KOHOHUIypaLMOHHbIE Qaiiibl CHCTEMBI;
/home — COIEpPXKMT JOMAIIHHE KaTalory MoJis30BaTeNeH;

fib — GUOIMOTEKH U MOAYJIH;

(0 I T R |

/lost+found — BOCCTaHOBJIEHHBIE MOCJIE HEKOPPEKTHOrO Pa3MOHTHPOBaHHs (ailioBOiH
cucTeMbl Qailfibl M KaTasory;

Q

/media — B HEKOTOpPbIX AUCTPUOYTHBaX CONEPHKHUT TOUKH MOHTHPOBAHHA CMEHHbIX
Hocureneit (CD-, DVD-, USB-Hakonuteneii). XoTa ¢aiinoBsle CUCTEMbI CMEHHBIX
JUCKOB MOT'YT MOHTHPOBAThCS M K APYTMM KaTaJioraM;

O /misc — MOXET coepXKaTh BCE YTO YrOIHO, PaBHO Kak U KaTaior /opt;
O /mnt — 0OBIYHO CONEPXKUT TOYKH MOHTHPOBaHHS,;

m ) Jopt — HEKOTOPbIC NMPpOrpaMMbl YCTaHABJIMBAIOTCA B 3TOT KAaTAJIOr, XOTSA B IOCJIEAHEC
BpEMsA TaKH€ IMPOrpaMMbl BCTPEUAIOTCA BCE PEXKE H PEIKE;

O /proc — karainor ncesaodaiinopoii cuctemsl procfs, npenocrapnsoweid HHGoOpMaLIHIO
0 Mmpolieccax;

O /root — kaTanor CynepIoJib30BaTels root;

O /sbin — KaTaJIOr CHCTEMHBIX YTHJIMT, BHIMOJIHATH KOTOpbIE HMEET MPaBO MOJIb30BaTeb
root;

O Amp — kaTasor W1 BpeMEHHBIX (aiinos;

O /usr— comep)XUT MOJB30BaTENbCKHE NMPOrpaMMbl, JOKyMeHTawo (rarnka /usr/share/doc),
HCXOJHbIE KOMbI MPOrpaMM U sifipa (marmnka /usr/src);

O Nar — NoCTOAHHO U3MEHAIOLMECH TaHHbIE CHCTEMbI — HarnpuMep, ouepeay CUCTEMBI
NneyvyaTH, NMo4YTOBBIC ALLHNKH, TPOTOKOJIbI, 3aMKH H T. I.

TekcToBble peAakTopbl: Vi U Agpyrue

N3 ‘nepsbix Bepcuit UNIX B coBpeMeHHble cHCTEMbl MepekodeBal TEKCTOBBIA penak-
top Vi. To, uTo eMy Gonbliue NATHOECATH JIeT, BUOHO cpa3y. bonee HeynoGHoro penakro-
pa HaM He BcTpeyanoch! CornacHbl, YTo Toraa 3To ObUT MPOPBIB, HO CETOOHSA PEAAKTOP
CMOTPHTCS YK OY€Hb apXau4HO.

HekoTopble rypMaHbl (Mbl GBI MX Ha3BaTM Ma3OXHCTaMH) FOBOPAT, YTO K HEMY HYXHO
MPHUBBIKHYTH. MOXeT M Tak, HO CHayasa ClelyeT U3Y4HMTh UTHHHYIO HHCTPYKUMIO (man)
M BbIYYMTb HaM3yCTh KOMaHIbl penakropa. Kak TakoBoro uHTepdefica monmb3opares
Y 3TOrO pefiakTopa MpaKTHYECKH HET, MOXHO CKa3aThb, YTO BOOGILE HET — TO, YTO €CTb,
CIOXHO Ha3BaTh MHTepdeiicoM. ONHAKO B 3TOH KHHre Mbl PacCMOTPHM Vi, XOTA Gbl
Bkpatue. ToMy ecTs e npuumHbl. [TlepBas — 310 kpuTHKH. Mo, Kak 3TO B KHHTe, MO-
CBSLIIEHHOM CHCTEMHOMY aJIMMHHCTPHPOBaHHIO, He GyneT «knaccuku». Bropas — Hexo-
TOpblEe CHCTEMBI, T€ MO HETMOHATHBIM HaM MpPHYMHAM O CHX TOp MCMONb3yeTcs IO
YMOJTYAHHIO Vi, a JpyTHE PeaKTOphbl HENOCTYMHBI. J[a, MOXHO M3MEHHTDb IEpPEMEHHYIO
OKpY)KEHHs EDITOR, HO HET HMKAKO# rapaHTHH, 4TO B CHCTeMe GyleT yCTaHOBIEH KaKoii-
HuGY b IpYroi penakTop.
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Utak, npUCTyn1M K paccMOTpeHHIo penakropa vi. OH MoxeT paboTaTh B TpeX pekMMax:
O OCHOBHOI (BU3ya/IbHBIH) PEXKHM — B HEM M OCYLLECTBJISETCS peAaKTHPOBaHHE TEKCTa;

0O KOMaHOHbIN PE€XHUM — B HEM BBINOJHACTCA BBOA CNELHANIBHBIX KOMaHO OJid paGOTI:I
C TEKCTOM (ec.rm CpaBHHUBATh vi c HOpPMAaJIbHBIM pPE€AAKTOPOM, TO 3TOT PEXKHM accCo-
LHHPYETCA C MEHIO P€AaKTopa, ri€ €CTb KOMaHAbl BPOAE€ «COXPAHHUTHY, «BBIATH» U T. Il.);

O pexuM MpocMOTpa — MpeIHa3HaueH TOJbKO A npocMoTpa (aiina (ecnu Hagymaere
MCIMONb30BaTh 3TOT PeXHM, BCTIOMHHUTE NP0 KOMaHAy less).

ITocne 3amycka peaakTopa Bbl MOXeETe MepeKIioyaTh pexumsl (kak — Oyaer ckasaHo
no3e), HO BLIOPaTh PeXUM MOXHO U MPH 3aMycke peaaKTopa:

vi garin

vi -e gartn

vi -R gamn

[lepBas koMaHaa 3amyckaeT Vi U 3arpyxaet ¢aiin. Bropas komaHaa 3anmyckaer vi B Ko-
MaHIHOM pe)XHMe W 3arpyxaeT ¢aiin. TpeTbs KOMaHOa — 3TO pexxHUM MpocMoTpa daiina.
Ecnu yka3aHHbI# ¢aiin He cyllecTByeT, TO OH Oyner co3naH. [Io yMon4aHHIO aKkTHBHpY-
€TCA UMEHHO KOMaHJIHbIﬁ PE€XHM, MO3ITOMY B KITHOYE —-e HET CMBICTIA.

[Tocne 3amycka vi rmaBHoe — 3HaTh, Kak U3 Hero BeIATH. Beb B HeM He OyneT 3HaKoMo#i
CTPOYKH MEHIO, PelaKTOp TaKkKe He CTAHET pearMpoBaTh Ha MPUBBIYHBIE KOMOHUHALMH
knaBui Bpoae <Alt>+<X> umn <Ctrl>+<C>. Ha puc. 2.11 npencrasneH pepakrop vi,
B KOTOpBIH 3arpyxeH ¢aiin /etc/passwd.

Hoot:x.@:@:rootA/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/binssh

2:2:bin;/bin:/binfsh

7 .
13:sys:/dev:/bin/sh
165534:sync:/bintsbin/sync

¥:5.60:games /usr/games:/bin/sh
man:x.6:12:man:/varscache/man:/bin/sh
lp:x:7:7:tp:fvar/spool/tipd:/bin/sh
mail:x:8:8:mail:/var/mait:/bin/sh
news:x:9:9:news:/var/spoot/news:/bin/sh
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
Wwwi-data:ix:33:33 wWww-datai/var/www:/binssh
backup:ix:34:34:backup:/var/backups:/bin/sh
tist:x:38:38:Mailing List Manager:/war/list:/bin/sh
irc:x:39:39:1red:/var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin} /var/iib/gnats:s/bin/sh
nobody:x:65534:65534:nobody:/nonexistent:/bin/sh
1ibuuid:x:100:101::/var/tib/tibuuid:/bin/sh
syslog:x:101:102::/home/systog:/
messagebustx:16 06::/var/r
hplip:x:103:7:HPLIP system user,,.:/var/run/hpltip:/bin/false
avahi-autoipd:x:104:110:Avahi auto1p daemon..,:/var/lib/avahi-autoipd:/bin/fatse
“/etc/passwd" [readonly] 33 lines, 1617 characters

Puc. 2.11. TekcToBbiit peaaKTop vi
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B Tabn. 2.4 npuBeneHsl OCHOBHBIE KOMaHbl peaakTopa Vi. KomaHabl, koTopble HayHHa-
I0TCA C ABOETOYHA, OyqyT oTOOpaXieHbl B HHXKHEH CTPOKe OKHAa pelaKTopa, OCTaIbHbIE
MPOCTO BHIMOJHAIOTCA, HO He oToOpaxatorcs. Kak yxe GbL10 0TMEdeHo, y penakropa Vi
€CTh [IBa OCHOBHBIX pexHMa (pe)KUM NMPOCMOTpa HE CUNTAETCA): PEXHM KOMaHA U PEXHUM
penakTupoBaHus (BU3yanbHbIH). IlepewnoueHne B pexuM KOMaHI OCYLLECTBISETCA Ha*
wartueM kiaBuiid <Esc>. Hakatue wiaBum <i>, <a> W Jp. MEpPEKIIOYAET peaaKTop
B PEXHM BCTaBKH, Korja HabupaeMble CHMBOJIBI TPAKTYIOTCS HMEHHO KaK CHMBOJIBI, a He
Kak komauzbl. Jlna nepeisroueHUs oOpaTHO B KOMaHIHBIA peXHM CIIY)KHT KJIaBHIIa
<Esc>. B HekoTOphIx ciy4asx (Hanmpumep, KOria Bbl NMBITae€TeCh NEpPEIBUHYTh Kypcop
JIeBeEe MEpBOro CHMBOJIA B CTPOKE) MEPEXOd B KOMAHIHBIA PEXHM OCYILECTBJIAETCA
aBTOMAaTHYECKH.

fa6nuua 2.4. OcHoeHble koMaHOb! pedakmopa Vi

Komanpa Onucaxue

:q! Bbixop Ge3 coxpaHeHua

tw CoxpaHuTb N3MEHEeHUs

:w <parr> CoxpaHuTb W3MEHEHWUA Noa UMEHEM < pasir>

:wgq CoxpaHuTb U BbIATK

:q BbIATH, ecnu HEeT naMeHeHnn

i MepeiTy B pexuM BCTABKU CUMBONOB B NO3ULMIO Kypcopa
a MepeiTi B peXUM BCTaBKU CUMBONOB B NO3ULIAIO nocne Kypcopa
o BcraeuTb cTpoKy nocne Tekyllen

0 BcraeuTb cTpoky Hap Tekywewn

X Yaanute cCMMBON B NO3ULIMIO Kypcopa

dd YaanuTe TekyLyylo CTpoky

u OTMmeHuTb NOCneaHee aencreune

Tenepl, HEMHOI'O NMPAaKTHKH — BBE€AHUTE KOMaHAY:

$ vi file.txt

Janee HaxMuTe KiaBHLly <i>, 4TOGBI MEPEKTIOYHTECA B pexkuM BcTaBkd. Habepure Jtio-
Goif TekcT, HO mocTapaiiTech He OIUMOUTBCS, MOCKOJIBKY HCMpaBieHHe OLUGOK B Vi —
IeJo, Tpebyollee OTaeIbHOTO pa3roBopa.

3areM HaxxmuTe KJ1aBHIIY <Esc> u BBECOUTEC :wq. ITocne BbIXOJa H3 pez(alcropa BBEOAUTC
KOMaHxy:
cat file.txt

Tak BBI y6emrrecs, qTO cbai’m CO3JaH H B HEM COXpaHEH BBEJICHHBII BaMH TEKCT.

INponomkum u3yuyats peaaktop. Ecin BBECTH He KOMaHOy i, @ KOMaHAY a, TO Bbl TOXE
nieperzieTe B pexHM BCTaBKH, HO C OJIHUM OTJIMYHEM — BBEIEHHBI TEKCT OyleT BCTaB-
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JIATBCA HE Mepel CHMBOJIOM, B KOTOPOM HaXOAMTCS Kypcop, a nocie Hero. Taioke B pe-
MM BCTaBKH MOXKHO NepeATH KOMaHIaMH o H O. B mepBoM cnyyae Gyner no6asneHa
MmycTas CTpOKa rnocJjie TeKylled CTPOKH, a BO BTOpOM — Mepe TeKyllei CTpOKOii, a Bech
JanbHeALMi BBoA OyaeT BOCIPHHUMATBhCA HMEHHO KaK BBOJ TEKETa, @ HE KOMaH[.

Yr1o6bl yJaIUTh CHMBOJI, HYXKHO NEPEHTH B PeXKMM KOMaHA H HaJl yJaliseMbIM CHMBOJIOM
Haxath KnaBuuy <x>. Jla, knaBumn <Backspace> u <Delete> Tyt He pa6Gotatot. TouHee,
<Backspace> paboTaeT, HO AN yAaleHHs MOCIeAHeH HeNnpepsIBHO BBEAEHHOM Mocneno-
BaTeJIbHOCTH CUMBOJIOB. HanpuMep, y Bac ecTh TEKCT: vi - Texcrosest pemaxrop. [1ycTh
BBI EpeiifieTe B PEKMM BCTABKH M M3MEHHTE TEKCT TAK: vi - HeyIOOM:li TEeKCTOBHD pe-
naxrop. Haxkatne knaeuium <Backspace> ymanurt clioBO neymo6Hest, HO HE CMOXET yAa-
NHTh AepHC U ApYrHe CHMBOJIBL. '

YT106b1 YyAQIHTh CTPOKY, B KOTOPOH HAXOOHMTCA KYpPCOpP, HYyXKHO BBIMOJIHHTh KOMaHAy dd.
IToMHHTE, YTO Vi CYHTaET CTPOKOi He TO, YTO BBl BUOUTE Ha SKpaHe, a MocJieN0BaTelb-
HOCTh CHMBOJIOB A0 MNEpBOro cHMBONAa HOBOH cTpokH (\n). Ecnu crpoka nnuHHee
80 cuMBOIOB, TO OHa NMEPEHOCHTCA Ha ABE SKPaHHbIE CTPOKH H BU3yallbHO BBIMIAOUT Kak
JIBE CTPOKH, a He KaK OJHa.

Yro6bl mepeiiTi B koHel cTpokd (kiaBuiin <Home> u <End> Toxke He paboraioT, kak
BBI YCMENH 3aMETHTBh, €CJIH Y)KE 3alyCKallH Vi), HyXKHO BBeCTH koMaHay $. [Ipu HaBura-
LIMH KypCOp NEpEMEILAETCA He MO 3KPaHHBIM JIMHHAM, a KaK pa3 Mo CTPOKaM TeKCTa.

JIns OTMEHBI MOCIEAHEN ONEepaLMH CIIYXHT KOMaHa u. BOT TONbKO HCTOPHH M3MEHEHHUI
HeT, J1a ¥ 110 KOMaH/ie u OTMEHAETCA BCA NpeblayInas KoMaHa ueankoM. Hanpumep, Bl
coszanu aiin, nepeluIn B peXUM BCTaBKHM (KOMaHAa i) 1 Habpanu Bech TekcT Bonbioi
MeMLIMHCKOMH 3HLMKIoNennH. Eciu Bbl BBEieTe KOMaHAY u, TO OHa OTMEHHT BCIO Mpe-
ABIAYLIYI0O KOMaHy, T. €. yAAIMT Bech BBEJEHHBbI BaMH TekcT. Tak uto 6yabTe ocTo-
POXKHBI. . '

A3BI Vi MBI BaM npenonasiH. Ho ne AyMaeEM, 4TO BbI 6yIICTC HM MoJib30BaThca. Ecnu ecthb
K€JIaHHE NpOAOJDKHTh 3HAKOMCTBO, BBEAHUTEC KOMaHAY:

man vi

A MBI TeM BpPEMEHEM NMO3HAKOMHMCA C APYrHMH TE€KCTOBBIMH pE€AAKTOpaMH. Camblit
)’Il06Hl>ll7l H3 H3BECTHBIX HAM TE€KCTOBBIX PEAAKTOpPOB — p€AAKTOpP nano (paHLme OH Ha-
3bIBAJICA piCO H BXOJHJI B COCTAB MMOYTOBOIo KJIHEHTA pine).

BHH3y (Moa TEKCTOM) €CTh MOACKa3Ka 10 KOMOHHALMAM KJIaBHLI U1 YNPaBJICHHA pelak-
TopoM. CumBoan ~ o3HauyaeT <Ctrl>. To ecTb Ana BbIXOAa W3 pelakTopa HY)KHO HaXaTh
koMOuHaumo knasuw <Ctrl>+<X>, a nns coxpanenus tekcrta — <Ctrl>+<0>.

B Hekotopeix cuctemax (Hanpumep, B FreeBSD) BMecTo nano ucnosns3yeTcsa peaakTop
ee. OH MOX0XX Ha Nano, OJHaKO MOACKA3KH BBHIBOAATCA A0 TEKCTa (BBEpXy 3KpaHa), a He
noce Hero, HO Haes Ta xe. Taloke nocTaToyHO yno6eH penakTop joe.

B naker mc (¢aiinossiii MEeHeKep) BXOAUT AOBOJILHO-TakH YAOOHBIH penakrop mcedit,
KOTOpBIH 3amyckaeTcs NpH HaKaTHK B mc knaBHIuK <F4>. Ho BbI MOXeTe 3anmycTHTD pe-
JaKTOp OTAENbHO:

mcedit <mma paruia>
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KCT&TH, P€AaKTOphI jOC, nano H €€ 3alyCKarTCsd aHaJIOTHYHO:
joe <mma ¢aruia>

nano <mMma Qarvia>

ee <mma parvia>

BbinonHeHue KOMaHA C NpaBaMyu Apyroro nonb3oBatens

3anycm1‘b J'llOGle KOMaHAy C NMpHUBHJIETHAMH root nMo3BoJIsI€T KOMaHAa sudo. Hcrnone3o-
BaTh €€ HY>KHO TaK:

sudo < KOMaHIa KOTOPYI HYXRHO BEIIOJIHMTH_C_INpaBaMyi IoOO0 t>

Hanpumep, Bam Heo6xoauMo U3MeHHTH aiin /etc/apt/sources.list. s aToro cnemyer or-
JaTh KOMaHAy:

sudo gedit /etc/apt/sources.list

TMOACHEHHE

Mporpamma gedit — 370 TOXe TEKCTOBbIA PEAAKTOP, Mbl My NEPEAaEM OAUH napameTp —
MMA danna, KOTOPbINA HYXXHO OTKPbITb.

Ecnu BBeCcTH 3Ty Jke KOMaHAY, HO 6e3 sudo (IpOCTO: gedit /etc/apt/sources.list), TEK-
CTOBBIfi PEJaKTOp TOXE 3aIyCTUTCA M OTKPOET (paii, HO COXPaHHUTh M3MEHEHHUS Bbl HE
CMOXKETE, MOCKOJIBKY Y BaC HE XBaTHT MOTHOMOYHIA.

ITporpamMma sudo mepen BBIMOJIHEHHEM YKa3aHHOH BaMH KOMaH/bl 3allpOCHT Y Bac Ma-
poJib:

sudo gedit /etc/apt/sources.list
Password:

Bb1 D0/mKHBI BBECTH CBO#t Ho/Ib3068amenbckuil napoab — TOT, KOTOPbIi PUMEHsETE A1 BXO-
Jla B CUCTEMY, HO HE Napob N0/1b30BaTeNs root (KCTaTy, Mbl €70 U HE 3HaEM).

MPUMEYAHHE

Wcnonb3oBaTb komaHay sudo WMEIOT NPaBO He BCe NOMb3oBaTenu, a TONbKO Te, KOTopble
BHeceHbl B hann /etc/sudoers. ABMUHACTPATOP CUCTEMDbI (NONb3oBaTeNb root) MoXeT peaak-
TUpOBaTb 3TOT hbann C NOMOLLbLIO KOMaHAbl visudo. Ecnu y Bac auctpubye, kOTopbii 3a-
npeLwaeT BxoA NoA y4eTHON 3anucbio root (CneaoBaTenbHo, y Bac HET BO3MOXHOCTH OTpeaak-
TUpoBaTk daWin sudoers), To B ain sudoers OKaxyTCA BHECEHbI NONb30BaTENM, KOTOPbIX Bbl
no6aBunu Npu yCcTaHOBKE CUCTEMBI.

KoMaHza su no3BoJiseT noiay4yuTs JOCTYI K KOHCOJIM root Mo60oMy Moib30BaTento (Jaxe
€CJIM NOoJIb30BaTeIb He BHeceH B (aii /etc/sudoers) NMPH yCIIOBMH, YTO OH 3HAET MapoJib
root. [IoHATHO, YTO B GOJBIIMHCTBE CJIyHaeB 3THM IOJb30BaTesieM OyeT caM Mob30Ba-
TeNb root — He Oynere ke Bbl BCEM IMOIb30BaTENAM NOBEPATH CBOi mapoib? [Toatomy
KOMaH/ia su [peIHa3HayeHa B MEPBYIO ouepeab A8 aAMUHHUCTPATOpa CUCTEMBI, @ sudo —
JUIS OCTAJIBHBIX MOJIb30BaTeN e, KOTOPbIM MHOIa HY)KHBI MpaBa root (YTo6bl OHH MEHb-
1€ OTBJIEKAIH aJMUHUCTPATOpa OT CBOeil paboThl).

Hcnonp3oBath KOMaHAy su IIPOCTO:

su
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[Mocne 3toro Hago 6yneTr BBECTH Maposib- M0JIb30BATENA root, U Bel cMoXeTe paboTath
B KOHcoiH kak o6bp1yHO. Mcronp3oBath su yao6Hee, 4eM sudo, IOTOMY YTO BaM HeE MpH-
JeTcs BBOIUTH su Mepel KXo koMaHAO0i, KoTopas A0JhkHa ObITh BBIMOJNHEHA C MpaBa-
MH root.

MNMpuknagxble nporpamMmbl B Linux

B Windows mporpammHoe ofecreyeHne ycTaHaBIMBaeTCs C MOMOILBIO MacTepa ycTa-
HOBKM — MpOrpamMMbl setup.exe WM install.exe. MacTep ycTaHOBKM cBOH Ans Kaxao
nporpaMMmel, T. €. IporpaMma setup.exe, fpeAHa3HayeHHas Aas yctaHosku MS Office, He
yctaHoBuT Photoshop.

B Linux Bce nHaye. 31ech HCIMOJIB3YKOTCA ABa OCHOBHBIX crocoba yCTaHOBKH nporpamm-
HOro obecrieYeHHs:

O c NoOMOIIBIO MAKETOB;

O M3 UCXOOHBIX KOOOB.

[Naker COIEPXKHUT BCE HeoOxoauMoe 11 YCTAaHOBKH IMpOrpaMMal. CyuleCTBleT ABa OC-
HOBHBIX THIIA NMAKETOB:

O RPM-naketsl — npuMeHstoTcs Bo Bcex Red Hat-coBmectumsix auctpubytnBax (Red
Hat, Fedora, CentOS, Mandrake, Mandriva, ALT Linux, ASPLinux u ap.);

O DEB-nakersl — npuMeHsoTcs B auctpubytuee Debian u B auctpuOyTHBax, ocHo-
BaHHbIX Ha Debian (Ubuntu, Kubuntu, Edubuntu, Denix u ap.).

[TakeTsl XpaHATCA B XpaHHJIHMLIAX — PEno3uTOpHAX. Peno3utopuit MoxeT ObITh JIOKab-
HbIM — HAalpHMeEp, KaTajoromM Ha »ecTKOM AMcke Wi Ha DVD, uam xke cereBbIM —
cepsepoM B MIHTepHeTe MM B JIOKAIBHOH CETH, COAEPMKALIMM COOTBETCTBYIOLIME MaKe-
Thl. JIns yero cosparorcs peno3utopun? Jlns LeHTpaau30BaHHOroO ynpaejaeHHs o6HOBIIe-
HueM nakeToB. [IpeacrasbTe, uto y Hac HeT perno3utopHeB. Toraa, 4To6el y3HaTh, BhILLLIA
JIM HOBasi BEPCHs HY)KHOH BaM MporpamMMsl, BaM MpHIIOCk Obl MOCeIaTh CaiT ee pa3pa-
60oT4yMKa WIM KaK MHHMMYM caiiT paspab6oTuvka auctpubyTtusa Linux. A 3T0 He o4eHb
yao6Ho. OauH-apyrod pa3 Bl MOXKeTe 3a0bITh MPOBEPHTh HAIH4YHE OOHOBJIEHHH, a Mo-
TOM BaM BooOlle HafoecT 3To Aenath. [Ipolue noxaaTbcs BHIXOAA HOBOH BEPCHH AMCT-
pubyTHBa U OGHOBUTBH BCE MPOrpamMMBI 3a OJUH pa3.

Tak u 6bul0 paHbuie. BoT BeiLIa NporpamMma, ee BKJIIOYMIM B COCTaB AMCTPUOYTHBA,
HO MMOJIHOCTBIO HE MPOTECTHUPOBATH (MPOTECTHPOBATh BCe HEBO3MOXKHO). [loTOM Oka3a-
J70Ch, YTO MporpamMma paGoTaeT HENMpPaBUIBHO, HO TOJIBKO MPH OMpeIENeHHBIX YCIOBH-
fiX, HarpuMep, ¢ omnpeneneHHbIM popMaTom (aitna. Mnm xe Linux 6bu1a yctaHoBNeHa Ha
cepBep M OpraHH30BaHbl CeTeBble CIYXObl — HampuMep, TOT ke BebO-cepBep. Uepes
HeKoTopoe BpeMs OOHapy»XHJIOCh, YTO B 3TOi BepCcHUHM BeO-cepBepa HMEETCS «Ablpay,
MO3TOMY BCKOpE BBIITyCTHIN HOBYIO BepcHio. [lonp3oBaTens, ycTaHOBMBIUMI Mporpam-
My U3 AMCTpUOYTHBA, HUYEro He MOJO03peEBas O TOM, YTO BhILIIA HOBas €€ BEpCHs, MOr
6Bl My4aThbcs MMHUMYM MOJIFOJa WM Aa)ke roJ — A0 BbIXoJa cieaylolled BepcUH Au-
cTpubyTHBa. A ero cepsep MorjH Obl B3JIOMaTh y)ke Ha ClieAyIOLMH JeHb nocie obHa-
pyxeHus «asipbl». Ho He TyT-TO 6bU10. Pazpabotunku Linux, 3a6oTsck 0 Hac ¢ BamH,
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CO3JaIM peno3uTopuu. M ¢ MoMolLb0 perno3uTOPpHEB MOXKHO ObICTPO M yHOOHO OTCIe-
XHBaTh OOHOBJIEHHSA TE€X MJIM MHBIX nakeToB. [IpuyeM 3To aesaeT caM MeHemkep nake-
TOB, @ BaM JIMIIb OCTAaeTCs yKa3aTh, kakue OOHOBJIEHHSA HYXHO 3arpyaTh, a Kakue —
HeT. ;

Hpamqecku BCE€ CHCTEMbI YIpamJI€HHUSA IAKETaMH COBPEMEHHBIX ﬂHCTpHGyTHBOB noa-
ACPXKHUBAKOT XpaHWIMILLIA [1aKETOB.

Il)'lil YCTAHOBKH NaKe€Ta HY>XHO BBINOJHHUTD OJHY M3 CJICAYIOLUINX KOMaHI:

# Debian-coeMmecTymule IMCTPMOYTMBER, B TOM umuClle Ubuntu
apt-get install <Ha3BaHMe nakera>

# Fedora, CentOS

yum install <Has3BaHue nakera>

# OpenSUSE

zypper install <Ha3BaHue nakera>

JononuutenpHyo HHpopMaLmio 06 3TUX KOMaHAaX Bbl MOXKETE MOJIyYUTh WM B CIpa-
BOYHOM cucTeme (KOMaHAa man), MM B Y)ke ynoMuHaBluekcs kaure «Linux. Ot HoBHYka
K npodeccuoHany» (7-e u3n).

Kpocc-nnatdopMeHHbI# 3anyck nporpamm

Windows-nporpamMms! B Linux, yBbl, IpocTO Tak He 3amycTHiib. OqHako crnocobbl Uc-
nones3oBanua Windows-nporpamm B Linux ects, naxe apa. Ilepseiii 3axmouaercs B yc-
TaHOBKE BHpPTyalbHOH MawmHbl VirtualBox, B koropod OymeT HHCTaUIMpOBaHa
Windows, a B Heii, B CBOIO o4yepelb, YCTaHOBIEeHa Heobxoaumas nporpamma. [Ipu 3ToM
BUPTYQIbHYIO MalIMHY MOXXHO HAacTPOMTh TakK, YyToObl OHa MOrjia B3aUMOJEHCTBOBATh
C pealbHOM CeThIO M MOJIy4YaTh JOCTYN K pecypcaM ¢HM3H4ecKOH MalUMHBI M APYTrHX pa-
OOYHX CTaHLH 110 CETH.

V Takoro cnocoba ecTb ¥ NpeUMYLIECTBa, U HeAOCTaTkU. K npeuMyiiecTBaM MOXHO OT-
HECTH TO, 4YTO OH Oyzner paboTaTh B 10OOOM cilyyae ¥ MOJOHAET Ui MpOrpaMM, KOTopble
Henb3s 3amycTuTh B Linux apyrumu cmoco6amu. B o6luem, yHHBepcaibHbIH cnoco6
3amycka nporpamM. [IpaBaa, 3ayeM Toraa HyxHa Linux, Beap Tak?

A HeOCTaTKH:

O He cnenyer 3a6bIBaTh 0 HEOOXOAUMOCTH 3aKoHHOro npuobperenns OC Windows, pa-
6oTarolueii B BUPTYaIbHOH MallMHE;

O BupTyaibHas MallMHa NOTpebsIfeT BeCbMa MHOTO PeCypcoB, MO3TOMY BpAX JIH MPOU3-
BoautenbHocTh Windows-nporpamMmsl, pabGotarower B BUPTYaIbHOM MalllMHE, BaM
MOHPaBHUTCA.

Bropoii, Haubonee pacnpocTpaHeHHbIH crocob 3amycka Windows-nporpamm u3-nofg
Linux — 310 Hcnonb3oBaHue 3MysaTopa Wine, KOTOpbIi BXOAMT B COCTaB MHOFHMX JUCT-
puOYTHBOB, a B HEKOTOPbIX AaXe YCTaHOBJIEH MO yMoi4yaHuio. [IpenmyluecTsa Takoro
pElUEHHA OYEBUIHBI:

O nocroiiHas npousBoauTenbHocTh — Windows-nporpamma pa6oTtaer GbicTpee, ueM B
BUPTYIbHOI MalllHE;
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O HeT HyXabl JuueH3uposate Windows, MOCKONbKY OHa He TpeOyeTcs Ui 3amycka
Windows-nporpammsl H3-nox Linux ¢ nomowpio Wine.

Ectb M HemocTaTku:

O pmaneko He Bce MporpamMsl 3amyckatorcs B Wine (0COGEHHO CJIOXKHO C 3aITyCKOM HIp);
O HekoTOpbI€ MPOrpaMMbI MOTYT paboTaTh HEKOPPEKTHO;

O HeKkOoTOpblie MPOrpaMMbl MOT'YT HMETh NMPOGJIEMBbI C OTOOpaXKEHHEM PYCCKHX LIPHGTOB.

CrnipaBeUIHBOCTH pajii HY>KHO OTMETHTb, YTO CYILECTBYET TakkKe BOZMOXHOCTb 3amycka
Linux-nporpamm B Windows. Eciii BBl 3THM 3aHHTEPECOBAIHCH, HY)KHYIO HH)OpMALHIO
Haitnere B IHTepHeTe. '

YctaHoBka Linux

Panbuie, ckaxeMm, ner 20 Ha3an, YToObl yCTaHOBHTH Linux, Hy>XHO ObLIO ObITH HacTOA-
MM KOMIIbIOTEPHBIM rypy. Ceituac ke Bce omepauMH BBINONHAIOTCA B rpaduyeckoi
cpene C MOMOLIBIO MacTepa YCTaHOBKH, KOTOPBIA CHayasa 3anpaliMBaeT OCHOBHbIE Ma-
PaMeTpbl CHCTEMBI, IOMOT'aeT BHINOJIHMTH Pa3METKY HKECTKOro JUCKa, a IIOTOM CaM yCTa-
HasnuBaeT OC (Ha puc. 2.12 npeacrasiieHa nporpaMma ycTaHoBkH qucTpubyTHBa Fedora
Server 27). B GonbluMHCTBE Cy4aeB ycTaHOBKa Linux He BbI3bIBaeT Mpo6ieM H KaKHX-
160 croXKHOCTEH.

OB30OP YCTAHOBKU YCTAHOBKA FEDORA 27
B Cnpaska’

PEFTMOHANLHBLIE HACTPOWKW
fedora
SERVER KNABUATYPA E A3bIKOBAA NOAAEPKKA
E Pyccrwn (Pycckan... (amepuxarickan)) . Pyccrnin (Poccua)
e OATA U BPEMA
Yacoso# nosc Espona/3anopoxae
NPOrPAMMHOE OBECMNEYEHUE
MCTdHHMK YCTAHOBKW BbiBEOP NPOIPAMM
Jlokansibin HocwTesm Cepseptian pegaxumns Fedora
CUCTEMA

m PACNONOXEHWE YCTAHOBKN ‘9 CETb M UMA Y3NA

Buxon
X ST L

IIH(KM He ﬂﬂﬂs&‘pﬂiw(ﬁ VEMEHEHIM [0 TEX 00D, NOXS Bbi HE HKMETE KHONKY HI3Na YITaHOBKH

Puc. 2.12. YcraHoska Fedora Server 27
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3arpy3|(a HeCKOJIbKUX onepauuoOHHbIX CUCTEM

Ha onHOM koMnbioTepe MOXHO ycTaHOBHUTb Heckonbko OC, mpu 3toM kaxnaas OC ycra-
HaB/IMBaeTCA B COOCTBEHHBIH pa3zesn xecTkoro aucka. Kak npaBuio, eciim Ha KOMIMbIOTe-
pe yxe ycraHoBneHa Windows, MoxxHO 6e3 mpobiem ycraHoBuTh ewe M Linux. [Ipo-
rpaMMa ycTaHoBKH Linux Mo)keT «oTpe3aTb» OT OOHOrO M3 JIOTHYECKMX MAHCKOB
Windows cBo60AHOE MPOCTPaHCTBO (TMPHYEM 3Ta OMEpaLus ocylecTBiseTcs 6e3 morepu
JAaHHBIX) U Ha 3TOM MecTe co3JaTh pa3zensl Linux. '

B mpouecce ycraHoBku Linux B riaBHywo 3arpy3odHyro 3anuck (MBR) kommbioTepa
Oyner ycraHoBneH 3arpy3udk GRUB2, nosBonsiowmii 3arpyxarts kak Linux, Tak u
Windows.

Ecnn Bel KOHQUrypupyeTe HOBBI KOMIBIOTEP, TO CHayana cledyeT YCTaHOBHMTh
Windows, a yxe notom — Linux. [eno B ToM, uto uHcTamistop Windows npHHUHIH-
QTbHO HHMYEro He XOYeT 3HaTh O [APYrMX ONEPALMOHHBIX CHUCTEMaxX, U 3arpy34uK
Windows, eciu ee ycraHaBauBaTth nociie Linux, npocto nepe3sanuuier 3arpy34uk Linux
B MBR, B pe3yinbraTe 4ero 3arpy»xaTbcsi CTaHET TOJIbKO OJHA ONepaLMOHHas CUCTEMa —
Windows.

TecTupoBaHue Linux Ha BUpTyanbLHOM MalluHe

Ecnu Bbl HM pa3y He pabGortanu ¢ Linux, HO oyeHb XodeTcs MOnpoOoBaTh, a XenaHHs
(BO3MOXCHOCTH) YCTAaHOBHMTb €€ Ha pealbHbIH KOMIBIOTEP HET, MOXKHO BOCIIOJIb30BaThCA
BUPTY&IbHOH MalIMHONW. B KauecTBe BUpPTYalbHON MalUWHEI JIy4lle Bcero BHIOpaTh WM
VMware Workstation, uiau Oracle VirtualBox — B 3THX BHpTyanbHbIX MawmMHax Linux
pabotaet 6e3 npobiiem.
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CTpykTypa cetun

HHdopMauroHHas cHcTeMa HE MOXET CyLIECTBOBaTh 6€3 CeTH — KaHaIOB CBA3H. A OT
MX KayecTBa 3aBHCHT CTabWIBHOCTh paboTel 6M3Hec-mpunoxeHuil. B 3Toit rmase pac-
CMOTpPEHa CTPYKTYpa CETH M JaHbl HEKOTOPbIE PEKOMEHIALIMH OTHOCHTENBHO €€ OpraHH-
3alIMH.

CTPYKTypupOBaHHble kaGenbHble ceTh

Ha He6GonpluMX MpeanpUATHAX ceHyac Bce vallle OpraHM3yroTcs OecrpoBOJHBIE CETH Ha
ocHoBe rnpotokonioB Wi-Fi. Criopy HeT, Takue ceTH oYeHb YIOOHBI: YCTaHOBUTh MaplUpy-
tu3arop Wi-Fi, HacTpouts ero, nonwnounts anamrepbl Wi-Fi k cTalMoHapHBIM KOMIIBbIO-
TepaM (HOYTOYKM TaKMMH afiafiTepaMH yxe OcHallleHsl) — U Bce. CaMoe r1aBHOe 31€Ch TO,
4TO He TpebyeTcs NpoKIaAbIBaTh kabenb, He Hallo 3ayMbIBaThCA, KAK MPaBUIILHO 3TO clie-
J1aTh, NbITasACh OOOMTH CXEMBI ANIEKTPONPOBOIKH (YTOOBI HE MOBPEAUTD €€ NMPH MPOKIaaKe
cereBoro kabens), na u BooOllle He NMpHIETCA MaykaTh pyku. Bce pa3BeprhiBaHHE CETH
Wi-Fi npu uMeroLleMcs onbITe 3aHUMaeT CYUTaHHBIE MUHYTHI.

OnHako y 6ecripoBOIHBIX CeTeil eCThb MHOXKECTBO HeAOCTaTKoB. Eciu ckopocth paboThl
kabenbHOMH ceTH NMPaKTHYECKH He W3MEHAETCA NPH H3MEHEHHH YMCI1a KIHEeHTOB, To ¢ bec-
MPOBOJHBIMH CETAMHM 3TO He Tak. YeM 6orbliie KIHEHTOB, TEM BhILIE Harpy3Ka Ha CeThb, TEM
MelyieHHee oHa pabotaet. IlonBepkeHbl GecrnpOBOAHBIE CETH M TaKOMY HENPUATHOMY
addexTy, kak HHTEpepeHLMs (HAIOXKEHHE) CUTHATIOB. JIesio B TOM, YTO OTCYTCTBHE HE0O-
XOJMMOCTH JIMLICH3MPOBaHUA U JiellleBu3Ha MapuipyTisaTopoB Wi-Fi npysenu k mmpoko-
My pacrpocTpaHeHHIO 6ecrpoBOAHEBIX ceTeil. BrionHe BepoATHO, 4TO cocenckas 6ecripo-
BoZHaA ceTh Oyner paboTaTh Ha TOM )€ KaHale, YTO M Ballla, WM Ha coceqHeM. Ilon-
HOCTBIO MCKJTIOYMTh HAJIOXEHHE CHTHala OJHOW CETH Ha CHMrHal ApYroil HEBO3MOXKHO
M3-32 KOJMYECTBa Haxopasmuxcsa pagoM cereit (puc. 3.1). MHTepdepeHUMs HEraTMBHO
BJIMSIET Ha Ka4YeCTBO CHrHasa, YTO OTPAaXAeTCA Ha CHIDKEHHH CKOPOCTH OOMEHa JaHHBIMH
no 6ecrpoBOHOM CETH.

[1PUMEYAHHE

Ha puc. 3.1, a n 6 nokasaHo npunoxenwue WIiFi Analyzer, aoctynHoe Ans Android u
Windows 10, — coOTBETCTBEHHO, €ro MOXHO 3arpy3uTb u3 Google Play u n3 marasuHa npu-
noxenun Microsoft. K coxanenuio, ana iPhone u macOS Takoro npunoxeHus He cylyect-
ByerT.
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Be3onacHocTh GecrpoBOAHBIX ceTel Taloke HaAXoAMTCA noA BorpocoM. [losBuance ceene-
HHA, 4YTO TexHosorusa wHppoBaHus WPA2 yxke He crnpaBiserca co cBoeit ¢yHKUMEH,
U aHHbIE, NlepejaBaeMble Mo GecrpoBOAHOMY COeMHEHHIO, 3aipmiaeMoMy WPA2, MoxkHO
NIepeXBaTHTh. 3aUHTEPECOBABILMMCA MOJKEM NpPeNOCTaBHTh cChUIKy: http:/it-consultant.su/
wpa2-bolshe-ne-zashhishhaet/.

PeanbHas nporyckHas cnoco6HOCTh 6ecrpoBOIHOM CETH 3a4acTyi0 OKa3bIBaeTcs ropaszio
Hioke 3asBieHHo. Hanpumep, B cneuudukaumn nomamxero Mapuipyrusaropa TP-LINK
TL-WR740N 3asBneHa ckopocTb nepefayu AaHHeix a0 150 M6ur/c. Ha npakruke xe
6onbie 72 MO6HT/C «BBDKATh» M3 HETO HE yAaBAIOCh Jake NMPH OTCYTCTBHM MHTepepeH-
LMK ¥ OfHOM paboTatouieM KineHTe. H3-3a 3T0ro oqHOMy M3 Hac MpHIWIOCH MEpPEHTH Ha
6onee neweBblii HHTepHeT-akeT — co 100 Ha 70 MOuT/C, — HeT cMbICIa IUIATHTh 32
100 Mbut/c, ecnu MaplIpyTH3aTOp «peXeT» ckopocTh A0 72. M ato mpocto nomatuHss
ceTb, B KOTOpPOH BMecTe ¢ MOOWIBHBIMM YCTPOMCTBaMHM HAaCUMTHIBA€TCA MaKCHMyM
naTh paboTaromux KWIMEHTOB. A kak Gyner paborare GecripoBoHas ceTb Ha HEGOMBIIOM
NpeanpUATHH, dkcrutyatupyiowmeM 20-30 kIHeHTOB (KOMITBIOTEPOB M MOMKIIIOYAIOLIMXCA
k Wi-Fi cMaptdoHoB)? .

MHoroe 3aBHCHT H OT TOro, kak paboTaloOT ¢ CeTbIO COTPYAHHUKH Npeanpuatus. Eciu um
HY>XHO 0OMEHHUBATbCA BHYTpPH ceTd 60ibLIMMH o6beMamMK NaHHBIX («6onblune» 31ech —
3TO Jaxke He TepabaiiThl, a IPOCTO COTHH MerabaiiT) Wi 3arpysaTh TakHe 06beMbI JaHHBIX
3 HHrepHera, GecripoBoAHas ceTb — He BapHaHT. Bce CTaHeT yXacHO «TOPMO3MTHY.
C npyro#i cTopoHbl, koraa GecripoBoAHas CeTh CIYXHUT i oOblYHOIH oducHOM paboTsi:
MpPOCMOTpa cTpaHuuek B MHTepHeTe, Mmepenucky Mo 3JIeKTPOHHOH mourte, oOMeHa MrHo-
BEHHBIMH COOOLLEHHAMH U Jaxe oOleHns B Buaeoyarax Tina Skype wiun WhatsApp, npo-
6J1eM BO3HHUKHYTh He Jo/bkHO. Jla, cetb Oyner paborath MeieHHee, YyeM kabenbHas, HO
3aTo 3TO BceM yno6Ho. YI06HO kak aIMHHHCTPATOpY, TaK U MOJIb30BaTENAM, KOTOpPbIE NPH
HEeo6XO0IMMOCTH MOTYT B3ATh CBO# HOYTOYk U nepedTu B coceHUIH kaOHHeT.

OnHako, y4UHTHIBasA Bce HENOCTATKH M ocobeHHocTH ceted Wi-Fi, Ha HeKoTOpBIX Mpearnpus-
TUAX HabGmonaercs oOpaTHas TeHAEHLMA — BO3BpallleHHe K kabenbHbIM ceTsaMm. Bosspa-
IaeMcs K TOMy, C Yero HauMHaIH. 3TO MPUMEPHO Tak ke, KaK ¥ C pa3MepaMH MOOWIBHBIX
TeneoHOB, — MOMHHUTE, KakMMHM GonbliMMH ObUTH nepBble MOOWIBHHKH? C Xxopoliyio
paimro. [ToroM pasmep Mx cran mocreneHHoO cHipkatbes. Ho B mocnenHee BpeMs u 31O
TMOLLJIO BCMATH — MOCMOTPHUTE Ha (UI0MaThl» C pa3MepoM 3KpaHa OT 5,5 IrOHMOB H BbILIE.

KpoMe Toro, naxke eciu NpHHATO pelleHHe HCIOb30BaTh OECIPOBOJHYIO CETh IO BCEMY
npeanpuaTuio, 6e3 yyactkoB kabenbHO#M ceTH Bce paBHO He oboiituchk. CepBepbl mpen-
NPHUATHSA JOJDKHBI OBITH BCEeraa AOCTYIHBI, IO3TOMY K MapLIpyTH3aTOpPy OHHM TaK WIH HHa-
ye Oy yT NOAKIIIOYaThCA MO Kabesto, a He «I110 BO3AYXy».

B 3ToM paznene rviaBel Mbl pacCMOTPHM cmpykmypupogannbvie kabenvrvie cemu (CKC).
Takue CEeTH JODKHBI IPOEKTUPOBATECS U MOHTHPOBATHCA ClIELMATIBHBIMU OpraHHU3aLMAMH,
y KOTOpPBIX €CThb FOCyJapCTBEHHasA JIMLEH3MA Ha 3TOT BHUI AeATeNbHOCTH. TeM He MeHee
BECbMa 4acTo W1a 3koHoMHH cpeacTB MoHTaxx CKC BeinosnHsAeTcs coGCTBEHHBIMH CHIIaMH
npeanpuatha. KoHeuHo, TakHe CeTH He BCeraa COOTBETCTBYIOT TpeOOBaHHMAM, NpeNbsAB-
nsembiM ctanaaptaMu CKC, HO 3T0 Masio Koro BOJHYeT (K COXaIEHHIO).

JeHcTByomumMu CTaHnapTaMn CKC B Poccuu asnstores FOCT P 53245-2008 «HMudop-
MaLHOHHbIE TeXHOJNIOrMH. CHCTeMBI KabeNbHble CTPYKTYpHpPOBaHHBIE. MOHTaX OCHOB-
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HbIX y3710B cucteMbl. Metoasl ucnbiTanus»' 1 TOCT P 53246-2008 «HMHdopMaupoHHbie
TexHonorun. CucteMsl kabenbHble CTPYKTypHpoBaHHble. IIpoekTHpOBaHHE OCHOBHBIX
y3110B cucTeMbl. O6LHe TpeboBaHUA» .

NPUMEYAHHE

OHY6nMKOBaHHble TeKCTbl 3TUX AOKYMEHTOB coaep)XaT one4YyaTku — OTHecuteCb K Ux rnpu-
MEHEeHUI0 C OCTOPOXHOCTbIO.

Kareropuun CKC

KaGenbHble CHCTEMBI XapaKTepU3yIOTC Kamezopueil, OTpeAensolleii KauecTBo JIMHHH
cBsa3M (Tabmn. 3.1).

Tabnuya 3.1. Kameaopuu kabenbHbix cucmem

Kateropusn

MakcumanbHan
yacToTa
curnana, My

O6nacTtb npuMeHeHURA

0.1

NpumeHseTca B TenedOoHHbIX U CTapbiX MOAEMHbIX TUHUAX.
Ka6enb HeceT age xwunbl. Ha npocTopax 6biBiero CCCP kabenb
ucnonb3ayetca 6e3 ckpyTok, B CLLIA — B ckpyueHHoM Buge. OTcioaa
1 NoLwno Ha3BaHue «BUTaA napa». MpakTuyecku He ucnonb3yeTca

Craptlie TepmuHansl, Takue kak IBM 3270, cetn Token Ring,
Arcnet. NpeacraenseT coboii ABe napbl NPOBOAHUKOB. CKOPOCTb
nepegayn AaHHbIX 4o 4 Méut/c. He ucnonbayercs

16

TenedoHHble kaHanb!, nokanbHble cetu Ethernet 10Base-T, cetn
Token Ring. Ckopoctb nepegauun aaHHbix 40 10 M6ut/c (TexHono-
rma 10Base-T) unu 100 M6ur/c (texHonorua 100Base-T4). Ceiiuac
MCNONb3yeTCA B OCHOBHOM ANA TeNne@dOHHbIX NUHUNA

20

Cetu Token Ring, 10Base-T, 100Base-T4. CkopocTb nepeaaun —
He Gonee 16 M6uT/c ¢ oaHo napsbl. MpakTuyecku He Ucnonb3yerca

100

JlokanbHble ceTh co CKOpoCTbio nepeaaun 4o 100 M6ut/c (10Base-T